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Detection and isolation malware by dynamic routing Moving Target
Defense with proxies

Abstract: With the spread of the Internet in recent years, more and more companies are introducing in-house
networks. Although these internal networks provide great convenience, cyber attacks and viruses targeting
these networks are also increasing. In addition, there have been reports of advanced targeted attacks(APT)
that target a single target and carry out attacks in multiple phases in a long-term. In such targeted attacks,
the attackers do not immediately launch an attack after penetrating the target network, but often attempt
to understand the configuration of the target network, install a backdoor, or gain administrative privileges
for further attacks. Therefore, it is possible to reduce the attacked damage by monitoring, detecting, and
quarantining the malware that has entered the network. In this study, we constructed a system using Moving
Target Defense (MTD), which changes the route by switching multiple proxy nodes. The purpose of this
system is to detect and isolate malware in the network. This method enables us to detect malware that
invades and attacks the internal network, and to protect the system from cyber attacks. In this paper, we
construct a model of the proposed system and evaluate the performance of malware detection and isolation.
As a result, we confirmed the effectiveness of the proposed method.
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Fig. 1 MOTAG’s Model.
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Table 1 Environments and Version.

R N=Tav
oS Linux 5.4.0-73-generic
TA4AMIEa—YaYy Ubuntu 20.04
Python 3.8.10
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Fig. 2 Proposed System.
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Fig. 3 Detecting Malware by BIND-SPLIT.
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xR 2 FEB1OMR

Table 2 Experimentl’s Result.

Ta x| MAITELER | P OMRE
2 0.4963 0.5
4 0.7558 0.75
8 0.8738 0.875
16 0.9325 0.9375
32 0.9657 0.96875
64 0.9854 0.984375
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Fig. 4 Experiment2’s Result.
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DEBEZICE> THEROZ—F Do~y = 7 % B
TEZREWVWD Zehbholz. s X DIREFENIHEAN
2w U= NTORLY = 7ERRS S X7 ABENCER)
THDZehBbhot. SHOMEL LT, RimLTIEIMH
M7l 27 %A= Ry bAELFHEETEZILTIR
T LS DIREEEITIICEHD =D, TDNZ—KRy +EH
NS Z e THR 2RO AR LTy = 7 OEIEE
BETZILHARETH I EZOLNS. ZHUTK->TH
HOWNL Y 27 THo THDREFEREEZHDZENTE,
NSO AT AL TOENZ L BbhE. 518
X757 FERfoTTu X o BoMMEEZIATZ % &
IR AT LD - BEREREITV, o~y o 7 OFME
PHRT DDA —Ry MZOWTH IR ED, <
N = 7RA - FREE - RO oL 2TV v
EZTW5.
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