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Abstract: In recent years, with the rapid development of software-defined networking (SDN), the network is gradually replacing
the traditional network; DDoS attacks are still one of the most dangerous threats. Although many detection methods have been
proposed, they are basically tested in a simulation environment, and few of them have analyzed and improved the operational
efficiency of detection programs. In this paper, we use the CIC-IDS-2017 dataset to test a two-stage detection system based on
SVM classifier to reduce the computational complexity as significantly as possible while maintaining the detection performance.

It also includes an analysis of the results and a discussion of ongoing challenges on this topic.

Keywords: Attack Detection, DDoS attack, SDN, Two-stage Detection, SVM

1. [XC®HIC

SDN (Software Defined Networking) % H\WTx v U
— A7 7 %BMTSH SDN I, #EkOXy hU—27 D
filf 2R 5 FTHERERZMH > TS, SDN T
LHARDIE, FT—F L —rbarshg—LFL—r0
NEETHD. FIEHT V=%, N T T 4 v DRERER
ETHFL—0T, T—FFL—0%, ZOREEZFEITL,
EBEIC N T T 4 v 7 BEETHSL—ThHD. SDN IT
X2 ORENRH D0, E£REN2BERE->THD. K
XRBMELLT, SDNOEXFa2 U T o R"EF LN 5.
SDN #AERy & L7c A N—HBIZITEA RO H 5.
% DDoS (Distributed Denial of Service) B (XIEH 1T
<M TEY, SDN IZRb K& 2L 5 2 D HE
ToHDH[1]. SDN X v hT—7 (28I} % DDoS B % K
TH1OIT, kA BRBEREFTERSDH[2]. Xy NV —7
Bl L, Xy U= —EA~OFENEKRT D
i, DDoS HEBEDOMBIZ LY, BHETH Ry hT—7 H—

RIZRERFAAL, HRRRFIHRIRE O ORI
RIEREFHERT LA S XD THD.

1. Kyushu University, Japan, 744 Motooka, Nishi-ku, Fukuoka 819-0395, Japan
a).nmy116293202@gmail.com
b).fengyk@ait,kyushu-uac.jp

(©2022 Information Processing Society of Japan

AFILTIE, DDoS BT 579012, BEfFOY R
— X7 —< > (SVM) 7T Y X LOPEHKE LT,
2 BefED SVM R—RADRH T AT LERETDH. b
1%, BEBETHVATAILEST, 3 5DV H—F 7 XF
a v ERERTS. £, PR—-FRT FZ—< v (SVM)
75 SDN OHREATENL T, DL ) IHIEHE & [ | &
BWEMEWIRIETHD. 2B OREIL, SVM T /LY
ALNEL DAE)VBREAZMEETLHZLTHD. SVM 4
R, BRHEMEL, BOSEREELERS. LL,
SVM 73U XA, LY%< 0 CPU A& & FHRRH
EUEELT 5. 3 DHORMBEIE, BEFOR ORI FEE
DAy NT—J]ETIIRLS, YIa2b—varanizh
TI7A4 I DHEFRLTCBY, A—N—T 4T 47
RRFEREICHEENTNDE I ETHD. IZHLOERIX
LT o#EY TH 5.

ET Y 2—/LOT A hr— A% Mininet & Ryu O = >
fe—Z&%HNCERTSD. N7 7 4 v 7 CICD-dataset I %
Tepreplay THAIND. ZHUT LY, =2 KR A 2 ME
EEOFR Y NI =7 T —FEZIFL, VT VT A LTER
SNDZ LT d. NTT 4w 7 IEERITIE, HAAL YT

c).sakurai@inf.kyushu-u.ac.jp



Ry uBHE S S e
IPSJ SIG Technical Report

Mo 774y 7 ENEL, T4 —F ¥ BRI, R
Va—bTZ4—Fx—, P T RVAYyFT 7, AL
U— LD Ry NI, AR — AP MK
REOT =X MU S, BRILER T, SVM ORFEL
MR, HoOWEM ESERB S, SVM 7T Y X LD
O LIacx: KRIGICHNR T 2 BES A T A2 2R T 5.

2. BEERFR

Guo, Peng 72H[3)1%, T—F#7u—n=x> ha b —%3
BL, MiEzF=v27 LT, ThEBILEAI, To2
— P —NIEHTH D L HIKI 5. M.Thottan 725 D SC[4]

TiE, BEEEORMSRBRHLE =0T A4 X D7D

vx—7 Ly Mtz EA LTS, 7, ry FU
— 7 OFFEELZEIRL, TN D ORMELINE L TRRS
EIERL, WICKESRSZ Y =—T Ly M3fRT 5. BEN
FBELZEEORYy NT—I T —HDOERIL, v=—T
v NRBICE VL MNZR D70, Y—T Ly MEFT
WS BERIBTIE, BUVREEEREBHETIZENT
X 5. Navaz, A. S. =B[5]1%, BHDO T 7 1 v 7 OFLYE
ELTOREENR NI 7 0 v 7 B2 EHLT, BEONT 7
A4y 7 LTREOREDORM Y 4 v RUNDERR b
ST4v I RNETAZLICLY, F—FOBEDOY 4
RO LHIOY 4 RURNICINESNT —Z 2N LTHE
EHE, THIIEMETAI ARy T — 7 ORES Bl#ET 5 5
WIRNT T4 VBT DI LIRS TH Y, WSS
FEEDOU 4V RTOTATY RAEBBEL TS,

FFEOBFSEIL DDoS MHIZIZFI L TV BN, Zo7 L
Y X LIRHBUELR T 7 1w 7 BERUT I3 LR & 22
MOBHEINERIND D, KVEZ DTSV Fr— =
VDIEDIZE LR DIEERMLETHD. SDN £ 7 T 0
DDoS OEFICEbahb L, arvitu—I@L 74+ U—
F AU TBOEENY YV —ADORBICMEIRET.
FETOMEINC KLY, FliE o BRI LRI YEED
Rondboo, FEMRoIcRITTHET[6-9]. &&
M2 R RT — XL D EMTARREL TN D,

Z DR L X —HE ORIBEICK LT, Wang, Tao
7= HOFX[10] T 2 BEE DR Y AT AR F &z,
MY T—FY 2 — V&R TDHIET, BEROHEEELH
HWT D2 ENTEDIN, MHEY 2 — LOKRFTRLBELITIAR
BLT, EERRXy b hT 7 4 v 7 TEBRL CTEEMNRA
REHINTWRU.

3. MIEER
3.1 SDN
SDN(Software Defined Network), 37245, SDN i

PR Lic v br— M g b s i T — 7 JLig
EROHLWAR Y NI ETHD. T — F AR

(©2022 Information Processing Society of Japan

NS N TR Y, HEEE L7 — 2 B oMIcIX
M—SINT=BBE A, v X —T =2 — ARFET S.

OpenFlow # /" LC, X v NI —2 %70l T A CTHEH
b ENTES.

SDN Xy NU—I 7TV r—ay, J—ANVRA
Y47 x—A, SDN HlHEEE, oAy RA T —
7 x—ZA, SDNF—Z D 5 >OFEE /> TR ST
Wb, MICEHN2DY 7 b 2T EN— R =T OFRy
NI =7 LHRDEUTOREN®S.

Blliki7e 7 v 7 Z <7 Vigxry b U—2: SDN I3# LW %
v FU—7 OHIBILE Y 2 — VAL L, —F— 5
#EE ETxry NT— O, HilE, ERE 0T AT
L7 DOILE APIOFERRE Yy Mgt 4T, xv

NT—=I Y —bERADTTaA A vt AEMESE5S.
HE g & 7 — X FR Do . Z 2TV S &I, A
ML F— A MO VLA BERT 5. HIEEE LT —
& DS EEL, SDN fEi&E &tk v b T — 7 g L
XBTHEERBETHY, x>y hT—IBREVEI DT
0/ I~ VT 4 2 METH0OBEOREMEL D,
AR L7 — X MO B, SDN HiEZ kO R v B
U — U fiE L KBITAEELANTHY, Xy FU—I R
IVl o7rerI~e )7 4 2 EET 570 OED R
e,

FMERRE P EE  RICHBE Ry VY — 7 OREEZE
FRICHE— L CEBT 52 & 2459, SDN #id&Tix,
FEEE X, TNToOxRy U —7 OIREN 2 (LA E
LZEVHEWVWEMLEZAI ZLICRD. WMBENREPEEIT,
VT R T Txy NT—IfEE T 0 ST AICER
27D OERE LY, Xy VU — OFEEBEILT
LAREMERIRET D, IS 300K D S b, A
T — 2 RO SEEL, BRI R ERHIE OS2 ED,
MR ZR SR IENY, B T e 7T <= TV Rl O R
WER R AR AR L, SDN oM AR MTH DL F v b
U— 2 OB T s I~ )T 0 EFEBLTWD.
3.2 DDoS

SR Y — B RIS X (Distributed Denial of Service
attack) 1, < Da v a—F ZEBICKEL, BB
BEMAREICTILOTHD. DHY— B R EER 5
X, ZLOKBER Y 27V A NeEHAARREICT S LT
2—YP—OEFRFRICEELHEZX 27200 TR, BERAR
RFIEEAEZ 0T 2 ENMIELHIBINTWNS,

NI — A EGRLE T, WBETO IP 7 FL A%
BIET D LN TE D720, WENIEFICEREIIThN,
BHENKETH D, BT ENIEFICEHLVWKBETHD.



Ry uBHE S S e
IPSJ SIG Technical Report

Controller Plane

Flow Table
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‘The Wireshark Network Analyzer — o ®
Eile Edit view Go Capture Analyze Statistics Telephony wWireless Tools Help
A m ® & % @ Q =
[W]apply a dis te

ay filter el -] @

Welcome to Wireshark ‘

Capture

.using this filter: [ | Enter a capture Filter -] |5 interfaces shown, 7 hidden -

hietho
Loopback:lo _
any =

nflog "Node: h1"

nfqueue

I - Questions and Ans, Mailing Lists
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Capturing from hi-etho - o @
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

| & e X

C QK >V k== & &

No. Time Source Destination Protocol Length Info

799 16.806122757 192.168.10.9 0. 1.2 100 Application
800 16.898662666 199.59.148.85 .0.0. TLSvi.2 100 Application Data

» Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface hi-etho, id ©
» Ethernet II, Src: Dell 9b:8a:bf (@0:23:ae:9b:8a:bf), Dst: Cisco_ 14:eb:31 (@0:c1:b1:14:eb:31)

» Internet Protocol Version 4, Src: 192.168.10.16, Dst: 10.0.0.2

» Transmission Control Protocol, Src Port: 38318, Dst Port: 443, Seq: 1, Ack: 1, Len: 46

» Transport Layer Security

©0 c1 bl 14 eb 31 00 23 ae 9b 8a bf 08 00 45 00
00 62 19 13 40 00 40 06 4c c9 cO a8 Oa 10 Oa 00
©0 62 95 ae 01 bb 41 75 9e 83 2b 02 a9 95 80 18
01 68 aa dd 00 60 01 01 08 Oa 00 5b 9a 1f 06 fb
0040 d1 9a 17 03 03 00 29 FENNCENCTNCENCENCERCENCEREE
[CECEFa c1 fo 4b 8d be fc bl b9 b7 03 c2 8f 88 07 8
[CEICINo8 09 Sc ca e 6a 98 9d 3e 73 b2 6d 61 71 62 bgj

@ 7 hi-etho: <live capture in progress> Packets: 800 - Displayed: 800 (100.0%) Profile: Default

8 : Wireshatk V 7V Z A AE=H U T
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i Test-withTH
7 Test-SVM
Label
1.04
I
[
£
3
k7]
5]
'_
) ” MMM]WJWIJ
0.0 T T T T T 1
0 1000 2000 3000 4000 5000 6000

Time

%] 555208 DT A bk &

#2, 3%, 2007 Fu—FOKE, KE, KE, BR
EEZRLEZbOTHS

% 2 RESULT(CIC-1DS2017)

TP FP FN TN
with-TH 1182 216 25 4097
SVM 1168 230 31 4091
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%% 3 CONFUSION MATRIX(CIC-1DS2017)

Accuracy  Precisio  Specificit ~ SENSITIV
n y E
TH 0.956341  0.84549  0.949919  0.979287
4
SVM | 0.952717  0.83547  0.946772  0.974145
9

F 4L, 2 BEORH AT AZBWT, MHTaEX
ZEUTHREEY 2 — ARFRH I B E, TN
WAICY AT AR E SVM B OBETHE S D
R CEYIE) ol Th 5.

RSBEEEEDHLE
[R1%k HA[RIYE % /us
With-TH 926 813
SVM 2760 9310

57 ER
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EHBELTH, 2RORBERELT, LAMEL
7.

2. 2 BEMERHTATIE, SVM OREONH LRIk KigiC
WAL, P AH—FYa2—VOFHEREIIHRETY
2—/LOKI8% L 72V, CPUDFREEIRIEE &% b
TAHZENTE.
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