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Blockchain Based System for Gathering IoT Sensor
Data
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Abstract: When managing IoT sensor information with a conventional centralized IT system, there are problems that
there is a risk of information being stolen due to the damage of cyberattacks and it is difficult to guarantee that the
data has not been tampered with. On the other hand, blockchain, which is also called distributed ledger technology,
records the contents and order of transactions in a distributed network, and the data is highly tamper-proof, and even
if a specific device in the system is attacked, it can keep the damage at a minimum. Therefore, in this research, we
constructed a blockchain system that manages loT sensor information by taking advantage of this characteristic.
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Figure 1 System Configuration
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Figure 2 The Screen of M5Stack Basic used as an IoT sensor

that acquires temperature, displays information, and transmits it.
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Figure 3 An example of displaying the acquired sensor

information on the Web page of the Web server.
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Table 1 Fee and time required for a transaction.
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Figure 4 An example of search results of data recorded on the
blockchain
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Figure 5 Utilization rate not communicating
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Figure 6 Utilization rate when communicating from the sensor
to the Web Server every 30 seconds
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Figure 7 Utilization rate when recording information on the

blockchain every 30 seconds (Upper : memory, Lower : CPU)
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