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Evaluating the Pixel Deflection Defending against
Adversarial Attacks

YONGZHI QIN!'®  HAIBO ZHANH !
KOUICHI SAKURAT'

Abstract: Prakash proposed a method called pixel deflection. Perturbations of hostile attacks often exist in every
corner of the image, rather than having a prominent object like a natural image. The activation map finds
prominence in the CNN classification. Pixel biasing to the inconspicuous parts of the image can then destroy the
perturbations of the attack while at the same time protecting the important parts of the clean image. In this paper, we
evaluated the effectiveness of the method proposed in the paper.
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2.1.1 Fast Gradient Sign Method(FGSM)
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Table 1 Pixel deflection performance.

deflection N T PD WD | defense | clean
100 3906 1117 1118 1220 | 1220 3696
250 3906 1114 1112 1223 1223 3683
500 3904 1099 1100 1216 | 1216 3667
1000 3906 1074 1102 1193 1193 3648
2000 3906 1032 1061 1143 | 1143 3599
4000 3906 996 1033 117 | 1117 3511
8000 3906 862 927 972 972 3348
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