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Design and Evaluation of Block Cipher Modes
of Operation to Achieve All-Or -Nothing Rule

SONATA AKAOT1-®

Abstract: Various researches have been carried out as a method for making the exhaustive search of keys used in
encryption difficult by block encryption. Previous research has shown that an algorithm that satisfies all or none of
the rules is called an algorithm that satisfies All-Or-Nothing Rules. These cryptographic algorithms are based on the
counter mode of the cipher usage mode, but other modes are not mentioned. In this paper, was carried out design of an
eblock cipher modes of operation satisfying all-or-none based on packet conversion proposed by Rivest. The program
was run on C#, and the processing time was compared and evaluated.
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Ty 75X, EXOE Y MilETry Z7E LR
N2H2—EFDEXINITLIHDEIL, 2070y 7 HA
THESLETIBDTH 2. KEZBWTIE, NED L,
1977 4F1C DES WSS 253 BUF OFEHER S » L THIE X1
. LU, ay¥a—XORENAEICXD, DES KBS
PRETRLABIZBEDED, NED L, 2001 F12 AES
EEHHT L WIRHERG 5 & U CHlE X 7.
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TayZEn XD bRVEXM EEET RBIE, 7
0y Z7ESEZHWTIESLTE 2 X511, BHEFHE—
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Fig.1 Encryption and decryption of ECB mode.
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Cl‘ = EnC]((Mi @Ci—l )

M; = Deck(C;) ®Ci—y
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Fig. 2 Encryption and decryption of CBC mode.
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IR FHWBRTWRIESHHE-FTHS. 1L,
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TERVWILERETHZ. HELTE, Ty 7
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Fig.3 Encryption and decryption of CFB mode.
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72\, X T, CFB &1k, CFB EE{LDM S DHHE
PRIETZIEE I, FOREaXME, ECBE—F

R CBCE— FEDBWI LAH/FTE 3.
—. OFBE—VF

OFB E— FiX, EEDOE vy FEDFEIIH L THR
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PEECRER L THEEBLEITS. £3. FXenty
FZroTuy ZIZaEIL, REBEOREERIIHE T
oy 27 LTS, WEL PR X OYIHHMEE Ry ¥ L
TZORAE—FOWMEL T2, Ry 270y 70
BOANe L, ZOHNER ¥ LTEXTa Y 7 M;
CHEAERENT 3 Ik o TEB X T r vy 7 C; &

15%.
St
R; = Encg(Ri_1)
Ci=M;DR;
B'Es1t

R,‘ = EnCK(Rifl)
M; =Ci®R;

OFB E— F 2%, S s B EIC D R
W37\, £7-, CFB E— F[EKE, ES(LEEECEFIH L

Z3NN
K. CTR €—F

CTR £— NiX, OFB E— K X IIZFAICHE L%
7573, Bz 2 mid, WL R XOWEIER Ry &5
2t, X701y ZIH#EL I RICNER L ¥ R X3
AR LTI RA T3, 2%D, Ry =R +1
THb. £iz. FA—DEO T TLHRHESLEITS 72

DI, FIHHEIN U TR 72 R 23 BT 72 5 .
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Fig.4 Encryption and decryption od OFB mode.
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Fig.5 Encryption and decryption of CTR mode.

. 2DEM E&— F (2D Encryption Mode)
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fIozeziddlLzdnTH3. BHEMIIE, 7,
X% ECB E— R CHMUE L7z D%ENA A TA
VER—Y—TF3, ZS5LTCTERTay JHEHE
ECB €E— FTCUIREL, ZO#REA X -V =T LT
EEX TRy 25l T2bDTHS.
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Fig. 6 Encryption and decryption of 2DEM mode.
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Hy=1V,Cy =1V,

Hi=M;i®H;—1©Ci—

C = EnCK(Hi) O H;_4 M1 M2 M3 M4 M5 Ms
P Note: Enc’ (Dec') are the respective block-cipher function keyed by
ﬁ"?ﬂfa another key, K.

Hy=1V,,Cy =1V, X 8 IGE E— FOREE{LLEE{L

H; = Deck(Ci® Hi_1) Fig. 8 Encryption and decryption of IGE mode.

M;=H;®H;_1DCi
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3GPP TlX, 7 m v 7S KASUMI OF|HE—F
& LT F8(MIE) & FOGRBAE) R L TW5. F8 E—
FTE, A CERESINZ nonce AT, Ho ok
EP SR N Y —ADERIN, R DU —LEFIIC
BE{tXnsd. CTRE— F¥ CBC E— F&#lAED
- i - - - - B2EORDDOTHS. REICEMEIRVWESIC
HAHNDBH, AMHVLFRPERED L.

V1

V2
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V1
St
M1 M2 M3 M4 Ms Ms Hy=0
7 ABC E— FOMB{LL @R Hi = Ency (Encg (nonce) ©i—1® Hi-1)
Fig.7 Encryption and decryption of ABC mode. Ci=M; D H,

F. IGE(Infinite Garble Extension) E— F
IGE(JERCKELER) € — Rk, & d ¥ CBC £—

Specified nonce

FYRL < Hui B FlE— FTH 5. T

AES OFIIE— KT, ZDE— RICHT 2 fHksED Ep I Ty Fry e e

REXNR vt — VBAH L TLETHRN S & AR ™

SRTW5, IR MR oMM 7 o —5FHE (- [e=] | [ex]| [E=]| [e=] | [E=]| [Ex]
FHFR) TH 2D, {620 EEDHESD 5 H M—d M2 Ma—D M M5B Me—d

Livewa, 2l LIciBE( Ut a y ZIES0 o ce c3 C4 cs c6

SRR %Y, £ 5T\ CFB E£— F, OFB

N S Sy A N N — FOIEE
E—F, CTR £— FR YA DHKINTH 5 lHHEA B9 FS == PO
. Fig. 9 Encryption and decryption of F8 mode.
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2. FEATHASE

Rivest X 70 v ZESRAHE— FTHEBLT 281X
T2 U CHILEE 35, HILWAHAE— FZ2HRE
L7z, ZORILIEDFE% AONT(AIl-Or-Nothing Transform)
LW, AONT 2E D78 LWHHE— FOHEZ All-or-
nothing encryption mode £\ 5. ZDE— RFEFHT S Z
Y2k, EXD 10D T By 2 ERSD BIIEREE LM
PEELRITUIR SR WD, WEBEHIZ XL 3O EHIF
ROWHETI2 5.

All-or-nothing encryption mode 2 & 2 BE 5t DAL
21T, EFIEFEXM % AONT I & o THRHLESL M/
AT 5. e, BLEX M B A1 LTIESHIAE—
FIck DIEB(LT 2 2 TIHEBEX C 2152 Z e DSk 5.
Z 2T, MAE— FIZk3EE{LTIE CBC £— F% CTR
E—FREBHVLNS. CBCE— FEHWEE 21X, &
I all-or-nothing CBC mode & §H# 5.

ZITIM| 2 M| ZZERRT 5. AONT OZH f: M —> M
AT ORI T HEND 5.

I F AT H B

cf b D B ZEARR CEHENRETH 5.

CBLLESLM OwWThar o Ta Y ZBKRHITH 25
&, TEOFEXM D7ay 7 bFH ERD 3 2 e ak
VA4

—_— S
D Esg
q
TIOvs BT I0v S )

B 10 All-or-nothing encryption mode 12 & % BEE{L DN
Fig. 10 Encryption flow by All-or-nothing encryption mode

Rivest ¥ AONT ZEK T 5 73V XL & LT pack-
age transform Z1ER L7z, ZhofEbla—FZ2a—F 1
R, L, XM= (my,my,-- ,mg) £F 5. package
transform TIIEALEX D 70 v 2T EXD 7 a v 75 X
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D 12%L<K%3%. 2%, Shamir D (k,n) BMEMEDHT
WI L, (stls+l) BEIEE WS Z e kS5 5.

package transform (7' 1 v Z BG5S F|HE— FD CTR E—
REILICHEEN TV, sflDFEXT7ry 7% CTR E—
FiZX o Ts DR T vy 7 24MT 5. KT, s+l
HEHOELLEX 7 m v 71&, CTR T— FTHW# Y s
DELEL 71 v 7 DFENy ¥ 2 B PMIEREME L T4
RENDE. ZOXICTHILIC&koT, #ERDZD
W s+l AT ARTOEFEC T vy 72RO BRITNERS
QAN

—Let the input message be mj,mo, - - -, m;.
—Choose at random a key K’

for the package transform block cipher.

—Compute the output sequence m,m5, - ,ml,, fors' = s+ 1
as follows:

Let mi=m; ® Encg (i) fori =1,2,3,--- 5.

Let

ml, =K' ©hy Shy®---Dhy,
where

hi = Encg, (m} &)
where K is a fixed, publically-known encryption key.

fori=1,2,---,s,

a— K I:package transform

3. BERZzHLIBESFHEE—F

31 F|EtAEE
311 RETHEDRE

Rivest D$EZ L 7= package transform (ZHESFIHE— KD
CTR E— FZEIZ L TR EIhTWS. 71y 2% CTR
E— Pk o TRLLEX 70 v 2 I2E# L7218, £Tok
PEEET vy 7Dy > 2 b R BHIEREERI T 2 Z 21
& oT, AONT ZZEB LT3,

ZOFFERMHERE, YOESHAE— FTH AONT, D
EDBRMEZENT 2EHERETZL2HIKSE. DED,
FExTuy 7 EBENHT— Mk o THREEX7a vy >
WHESEL, ZORTOT Yy 7D /Ny ¥ a b iErHEHb
AT UL K.

32 BE—FRO7ILIVIL
113 TRLUEEBMHAE— FIZonwT, EX7uy >
m; 2L T 0y 7 m NEHRT 2 TV R LR IRT
2.1 LRI T vy 7S OIS 7 V3 Y X L% Enc, K’
BT VYRNGEATHE, Ky ZRNFOH#E T 5.
4. ECB<E—F
fori=1,---,n

m} = Encgr(m;)
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hi = Enck,(m; &)
m =K oh®---dhy

2. CBCE—F
m6:IV
fori=1,---,n
m} = Encgr(m; &m._,)
fori=0,---,n

h,-:EnCKO(miEBi)
m;hLl =K' ®hydh - -®h,

>N, CFB £—F
my =1V
fori=1,---,n
m} =m; ® Encg(m}_,)
fori=0,---,n
hi = Encg,(m; &)
m =K hySh&---Shy
—. OFB &—F
Inisial Value R
fori=1,---,n
R; = Encgr(R;i—1)
m,=m; ®R;

hi = Encg,(m; &)
m =K oh&---Shy
&R. CTR E£—F
Rivest D#EZ: L 7= package transform %%, CTR E—
F2RIHBRE N DTH 5.
Inisial Value R
fori=1,---,n
m}; = m; ® Encgr (Ro +1)
hi = Encg,(m; &)
m =K oh&---Shy
“\. 2DEM E&—F
fifE D=, 2DEM E— FO§#t K O T TO—#HDE
BLIEE & £ RT T3, £, HEHL, X2
e M, BELCEC2EmE M 32 (Tay Z78idn).
M' = & (M)
fori=1,---,n
hi = Encg,(m; &)
m =K oh&---Shy,
. ABCE—F
Hy = IVy,m)y = IV,
fori=1,---,n
Hi=mi®H_&m_,
m; = Ency: (H;) © Hi—
M, =1V
fori=0,---,n+1
hi = Encg,(m] &)
m, , =K Shy®h @ ®hp
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F. IGE E—F
CDE—FTIE, RHOHE Ky IZMAT, #K D
LHUDHETINEND 5.
mo =1V, m{):EncK-v(mo)
fori=1,---,n
m} = Encg(m; @m_,) & mi_
fori=0,---,n
hi fEncKO( @)
m =K Shy@h &---Shy
V. F8@ 3GPP
Hy=0
fori=1,---,n
H; = Encgr(Encgr (nonce) ®i—1®H,;_1)
m, =m; ®H;
hi = Enck,(m &)
m =K oh&---Shy
321 BE—FOFHEEOFHE
FRTRLEZEE—FOTAITY XLIZOWT, 7By
ISR 2%, PHEREREM L 328, FXTmy
T REE T e v 7 IR L L, M3 5.
7ay ZiES 2 M 28 e PHBREREER 2 3 2 BUEEHE
BICHEDD, Tay ZBOBENBEXE) —ARICHD .

E—F ECB | CBC | CFB | OFB | CTR
Jnay Jigs 2n 2n+1 | 2n+1 2n 2n
PEMEREEARD | 20 | 3n4+2 | 3n+2 | 3n 3n

Tay 78 +1 +2 +2 +1 +1

E—F 2DEM | ABC | IGE F8
Jnay Jigs 3n 2n+2 | 2n+2 | 2n+1
PEAth YRR 2n 5n+4 | 3n+2 | 5n—1

Tay 7 +1 +3 +2 +1

BE—FNEIEET 2L, ECBE— N 3HEHINTIRE
WTHIRDRBWERY 725 TW5. ECB E— FIZHHL 7
NV X LD DFEENEHETH 52—, F—D AN
LT, A—oHhzE3 WS KELREND D, ek
KRR D 2. Lizhi->T, BELECT7ay 20w 206
HEHRLLIARD, 2ToRUTEX Ty 2 2%Edk
CTHMFTE DAJREMEDRKE V. £D7/2H ECB £— K
PR T AR, BEEEZEZTEIXVRIRV.

FHERICBEL T, 7m vy ZiEE & HHBRYERIERI O
THBE LR, 2zl Bd-H 0FETFREIE e v 7
WBEDOHABPRIKENWEFZRS. EoT, FHiiT21cdH
Jzhvuy 7BEOMHAREICEET 5. ECB E— LY
ATliE, OFB E— K& CTR E— FOAMRNRRVE 03
I, 200F— R dHPMVREANOBIZFEL L, X
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Y —ARICHT 270y ZHOBEMEICDWT b HRIME
Yo TWVW5.

McEvoy 5 DE%ZTiE, CTR E— RIEFEXTry 72D
AIEORNCH Y Y R EFHET 2 Z e B RIRETH 572
5, HANCHE LMEEZREFELTBL 22T, EBICFEX
70y 2N LTS 20 FEITREZ EMHETE 5 & X
NTW3. ZH4UX OFB E— F b HRFIENAETH S 7
NIV ZLTHEDTHTIEES.

33 1T UBAE
Z[ENZ, C#%HWT, ECB E— F, CBC E— FiZ2oW
TFar S A% FET L, github EIZABXATNS Y —
2a—RKEZEFEZa— REERL, TOULZ2hDE— RIZD
W HEATIR M 2 U EHi 21T - 7. 723, AONT TZEHLS
ICT — &%, 163,846kB D472 zip 7 7 A L& Wiz
/2, TOaI—FTE, 7y lZ0BeZrD1o507 1y
TDHAXBNRTRA—RE LTEETES. 2701, mik
D7ay ZOY 4 RFRHI NS 720, fEEL2H A4 X &
DREL oD, N&L o720 F 5. SRIOFHETIE,
ETO7ay ZFEFRTREXICRS X5 ICHHTT 5.
F7z, AWK T —XOV A X7 vy 78T
Oy D% A4 XD D, Tuy By s
DY A RZRHIOBRIZH B, FIT, FRIX—X%
TFDa4nE—VITRELTHEEZITo7. 202N 10
\FOSTREZEEL, ZOFEEE L 5.
- 7uy 78 =10. ¥4 X =16384kB
- 7my 78 =100, ¥4 X =1638kB
-7 u vy Z7#=1000, ¥4 X =163.9kB

34 R
ECB E— FO#EERE%ZX 3.1, CBC E— FOMRZN 3.2
IZRT.

35 ER

ECB £— F, CBC £— FDO Y5 & dEHUT DD 5 IR
BT ay ZENELRBICoN, B koTWs. ZHi
Tay JEPHEZBZ L THAERDEMT 5 2 L2ERAT
bhrrEbhad., LerL, 70y I8BL20VIES BTy
12T R VAZIINEIL D70, ftHE L ZEIR
BZ L —FA70BRICHEEEZS.

ECB €— F ¥ CBC E— FOM%RTIE, ECB E£— FDIZ
MBS TN DY) XL TH 2720, FATRE DN 7
e PRENED, 7Tay 78 10 D55, CBC E—
ROFETRRIDIZS DN E o iz, 72720, 7y 78D
et 3 2 ETRBEOEMOE AL ECB €E— FDIES
ANV,

LSBT v A0tk L, package transform DT
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%5 TW5 CTR E— FOEENHRT, 2h it~z
iR ol R LEEAHE—FZ0bDDE
W s, WS SHERITE 25808355, 3, WA (8
) 3BX2 ECB £— F% CBC E&— FTRES(LEED
WEZH 5 —H T, CTR E— FTIHES{LEEERIH L
Wizth, REaXMICTR E— FOAIBVELEbh 3.
%72, ECB E— RiZZDfthd 2 oDE— FizktR, fiiHiz
MiETH 20, ZOnoreEMIIEEINhE. BELE L
THWAEEFHATE— F LTUELIEEDIR S DX CBC
E—RTH3DT, RiLIEE LTS CBCE— FEMHT
BT e, FEEIEEICKRS., O% D, HILE ST
AWBEESHAE— FIEFECTHIUR, EHax b2
FhaifMizeonseEILN5.

4. HHDIC
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Fig. 11 Result of ECB mode.
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Result of CBC mode.




