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Abstract: Setting of detection rules, which is the key to the operation of WAF, is a difficult and complex task, it requires
specialized knowledge such as log analysis and understanding for correction of detection rule description language.
Therefore, it is difficult task for small and medium enterprises and individual engineers who cannot pay learning and
financial cost. In this research, we propose a method to detect false positives from WAF logs by automatic log analysis
using machine learning, and to support the correction of detection rules that can be expected to reduce the total number
of misdetections.
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‘ Input layer(1000 characters)

¥

‘ Input layer(128 dimensions)

4

Convolution Layerl-1
Kernel size=7, filter_num=64
Relu
1}

Max Pooling1-1
Kernel size=7
1
Convolution Layerl-2
Kernel size=7, filter_num=64
Relu
1}

Max Pooling1-2
Kernel size=[size of Conv1-2's output]

¥

| Concatenate the output and reshape into 64-length vector

€«

‘ Fully connected layer (ReLU) [64units]

«

‘ Batch normalization

e

‘ Dropout 0.5

¥

‘ Fully connected layer (Sigmoid) [1 units]

7 BETFHEIIBIIS CLCNN DT —F T 7 F .

SecRuleRemoveById 981231

8 OWASP CRS DRI — )V s {b. oD

THRARZB) TH D, K1IE, BREDIHAGDEDT—4
Yy hEMAL, 6 HODRITIZEIT D CLCNN D5 HikEE
RT. BRBFHIHVAET -2 ER2ITRT,

31 CLCNN D43 3EkGFE.

[\ %% 1 2 3 4 5 6

A% (%) 93.44 | 93.87 | 9426 | 93.64 | 93.95 | 93.66
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IZE > TEEI N CRS Z#H U 256D, ModSecurity
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Apache Web Server (CENTOS 7)
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