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LT OTrORres o o s o e
) ssh cyber20190192.168.30.250 —p 10022

The authenticity of host '[192.168.30.250]:10022 ([192.168.30.250]:10022)' can't
be established.

ECDSA key fingerprint is SHA256:zhnGQRc1m8ViuyReYUaa+WmqtMyFsZVGKrSvOieDOVk.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.30.2501:10022' (ECDSA) to the list of known
hosts.

cyber2019@192.168.30.250's password:

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.14.154-128.181.amzn2.x86_64 x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

cyber201904a8e16f50d68: ~$ I

B 3 ssh e

Fig. 3 ssh connection
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FROM ubuntu:16.04
RUN apt-get update \
&& apt-get -y install python3 python3
-pip sqlite3 openssh-server sudo
vim tcpdump nano \
&& pip3 install bottle peewee \
&& mkdir -p /work \
&& mkdir /var/run/sshd \
&& mkdir -p /var/log/research

RUN sed -i ’s/PermitRootlLogin prohibit-
password/PermitRootLogin yes/’ /etc/
ssh/sshd_config

RUN sed ’s@session\s*required\s*
pam_loginuid.so@session optional
pam_loginuid.so@g’ -i /etc/pam.d/
sshd

ENV NOTVISIBLE "in users profile"
RUN echo "export VISIBLE=now" >> /etc/
profile

RUN groupadd -g 1000 cyber2019 \
&&% useradd -g 1000 -m -u 1000
cyber2019 \
&& chsh -s /bin/bash cyber2019 \
&& echo

’root:toor’ | chpasswd \
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24
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&& echo ’cyber2019:apple8086° |

chpasswd

COPY /work /home/cyber2019/work

COPY ./startup.sh /startup.sh

RUN tar zxvf /home/cyber2019/work/webOX.
tar.gz -C /home/cyber2019/work

RUN chown -R cyber2019:cyber2019 /home/
cyber2019 \
&& echo "cyber2019 ALL=(ALL) ALL" >>

/etc/sudoers \

&& chmod +x /startup.sh

EXPOSE 22

CMD ["/startup.sh"]

A.l.1 EEIRVVUTH

1

ot

#!/bin/bash

#tcpdump

tcpdump -C 1000 -Z root -w /var/log/research
/‘date "+%Y/ml/d"‘ .pcap &

##ssh
/usr/sbin/sshd -D
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