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Abstract: In modern times, various online services require authentication for their use. Authentication is targeted by
an attacker if the system is vulnerable. If an attack is successful even once against an authentication system, a damage
can affect an entire user of a service and cause enormous damage. Therefore, it is important to clarify attack methods
for authentication systems. Many of current authentication systems adopt two-factor authentication. Two-factor
authentication is a system in which authentication is added by using an authentication code input using SMS, etc. to
the conventional authentication system that performed authentication only with a username / password. By
implementing this two-factor authentication, a risk of attacks such as spoofing has been significantly reduced
compared to conventional authentication systems. However, there are many cases where attackers have now
established attack methods even with two-factor authentication systems and have actually succeeded. In this paper,
we investigate and report on attack methods actually used for two-factor authentication, and consider a security of
two-factor authentication, and consider a security of two-factor authentication.
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