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Biometric Authentication System Considering Usage Environment
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Performance Evaluation under Real Environment for

SHOTARO KASAMATSU'®)  YASUSHI YAMAZAKI':P)

Abstract: Changes in usage environment have a significant effect on the reliability of biometric authen-
tication on smart devices such as smartphones and tablet PCs. As a solution to this problem, biometric
authentication system considering usage environment has been proposed based on the concept of “Context
Awareness” which means that it is possible to respond to changes in situations of people, goods, and environ-
ments. On the other hand, the effectiveness of the system has been evaluated under simulation experiments
but not under actual usage environments. Therefore, in this study, we conduct some demonstration experi-
ments by using a smart device equipped with the above system and evaluate the effectiveness of the system
under actual usage environments from the viewpoint of security, convenience, and resource consumption.
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