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Containment of mobile Byzantine faults and constructing agreement
by blocking and disconnecting communication links

HiNATA HANzAWAL:®)

YUKIKO YAMAUCHI2-P)

Abstract: The Byzantine agreement problem requires non-faulty processes in a distributed system to con-
struct an agreement in the presence of Byzantine faults that make the faulty processes behave arbitrarily.
We focus on the mobile Byzantine fault model that continuously changes the set of faulty processes. We
consider containment of mobile Byzantine faults to a part of the system by blocking and disconnecting some
communication links and propose an agreement algorithm with the two types of operations.
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Algorithm 1 Protocol bMopt at process p;

Algorithm 3 BLOCK

1: v; di
2: for phase s =1to oo do
3: Round 1

4: send v; to all processes

5: receive(MV][ - ])

6: if cured then

7 BLOCK

8: end if

9: for j =0to1ldo C[j] =# of j'sin MV do
0 ifCl0)>n'—t

10: v; = 1 ifCl]>n'—¢

1 otherwise
11: end for
12: Round 2
13: send v; to all processes
14: receive(MV][ * ])
15: if cured then
16: BLOCK
17: end if
18: for j =1 to1ldo D[j] =+# of j'sin MV do
0 if D[0] >t
19: vi=4 1 if D[1]>t
1 otherwise
20: end for
21: Round 3

22: send MV][ -] to all processes
23: for each i do do
24: ECHOYV, * ];=MV[ -] received from i

25: end for
26: if cured then

27: BLOCK

28: end if

29: if cured in Round 2 then

30: RECONSTRUCT(EV;)

31: end if

32: c; < smodn

33: if v; =L or D[v;] <n’ —t then
34: v, = max(0, v, )

35: end if

36: end for

Algorithm 2 RECONSTRUCT

1: for all j € II do do
2: if w S {0,1}
t times in column j of EV; then
SVilj]  w
else
SVi[j] <L
end if
end for
for j =1 to1ldo D[j| =+# of j'sin SV do
0 (D[0]>1t)
9: vi=<¢ 1 (D[1]>1)
1 (otherwise)

occurs at least n' —

10: end for
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1: for j =1 ton do do

blocky, [p;] < false

: end for

if dest,, > 0 then
blocky, [destp, ]| < true

: end if
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