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Proposal of Secure Information Sharing
for Swarm Robot System using Blockchain Technology

KOSUKE KANEKO™ SYOTA JOHJIMA™!
YUSUKE TSUTSUMI™ KOUICHI SAKURATI™

YUKI NISHIDA ™!
KAZUYA NAKAYAMAT

Abstract: The Swarm Robot System is one of robot control systems in which each autonomous distributed robot behaves to
achieve their target by cooperating with others. As a method of their communication, Peer-to-peer wireless network is usually
used for data transmission. One of Peer-to-Peer network problems is that they can’t bring a correct result of consensus if there are
several broken or malicious nodes in the network. In such a situation, the cooperative system of swarm robots becomes difficult
to maintain. In this paper, we propose a method to securely share data in Swarm Robot System using Blockchain which is the
core technology of Bitcoin, and also show the experiment result of the secure data sharing to transmit images captured by a web

camera on Ethereum network.
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