TR LS IERE
IPSJ SIG Technical Report

PacketIn A vtE—ICEDIC SDN Ry FJ—HRHD
DDoS B 24

* T T A AT T2

BEE : OpenFlow 7' 12 h /L& W, ABL> v ~ U —7 Hiff SDN(Software Defined Network) I ZBL{E )i < flidoiu Ty
%. F72E4 DDoS WO ITAE 2 #/1 L C& 72, SDN N DDoS W% k3 %72%, OpenFlow AA v FHD 7
0—7 =7V E N T — F BT T 2R TFERZERE I N TV S, LaL, SDN Tldry hU—27 NDi#
FEEFEAT 720, KEOWIAN%Z 5 2 5 DDoS (Distributed Denial of Service) B Z 3 5EE, OpenFlow
o b —T ORIRAR B 2 TR T . RETIE, 2v he— T ORAR ERD T HTD, Tr—T—
TNDT =2 ENEET, ar br—F & A v FHOBEMHD PacketIn A v E— b MU>OREEREL, V7
JVZ A L2 DDoS WD F 21T 5. TIZ, BUAFAWME T & <A SN D mEsRIERRE (T A —2 D—2) ROk
LWWesd, RIFEITENZENREL T, BT 2N MY A —%28M3 52 & LV, BE)OHEH DDoS B % ik
THZLENTES.

*—7J—F : SDN, DDoS %%, OpenFlow 7' k =1/l, OpenFlow 22> k17—, OpenFlow A A v F

Packet In message based DDoS attack detection in SDN network
using OpenFlow

XIANG YOU™?  YAOKAI FENG''?
KOICHI SAKURAI!*?

Abstract: Using the OpenFlow protocol, the virtual network technology SDN (Software Defined Network) is now widely used.
In recent years, the number of DDoS attacks has been increasing year by year. To detect DDoS attacks in SDN, data recorded in
the flow table in OpenFlow switch is analyzed and various detection methods are submitted. However, since SDN centrally
manages communication within the network, when detecting DDoS (Distributed Denial of Service) attack which gives a large
amount of processing load, the processing load of the OpenFlow controller must be considered. In this paper, in order to reduce
the processing load of the controller, we do not collect data of the flow table, extract three features from the Packet In message
for communication between the controller and the switch, and perform real-time attack detection. Furthermore, to avoid stiff
detection time intervals, triggers will be added before detection to detect light and dynamic DDoS attacks.
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