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Identity-Indistinguishable Attribute-Authentication Scheme
with Collusion Resistance

Hiroakl ANADA!-2)

Abstract: When a user is given plural rights of attributes, an authentication system with a scheme that is
capable of simultaneous authentication of the plural attributes is useful. Recent years, from the view point
of users’ privacy, there arises a need for such an attribute-authentication scheme but with indistinguishablity
of users’ identities. On the other hand, in the attribute-authentication scheme, a collusion attack is typical,
where an adversary collects rights of attributes from plural users and tries to make a verifier accept an au-
thentication. In this paper, we propose an identity-indistinguishable attribute-authentication scheme with

the collusion resistance.

Keywords: witness-indistinguishable proof system, collusion resistance

1. Introduction
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2. Preliminaries
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2.2 Number Theoretic Assumptions
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3. Our Proposed Scheme

3.1 Procedure
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3.2 Discussion
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4.

Conclusion
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