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Development of Rogue Device Detection and Blocking System for
Home Wireless LAN

Yuner ETO! Yuko KAMIYA?2

TosHIHIKO SHIMOKAWA?2

Abstract: Home wireless LAN has become popular. However security of home wireless LAN is not enough.
Thus it will become an attack target. In this research, we developed rogue device detection and blocking
system for home wireless LAN. We proposed detection and blocking method using IEEE802.11 frame. It
is difficult to spoof. In addition, our blocking method uses frame injection. It blocks connection between
wireless LAN AP and rogue devices. We implemented the proposed method and evaluated the effectiveness.
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Fig. 1 System architecture
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Fig. 3 Device management page
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