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Applying Tracing Attacks on Advanced Persistent Threat in Networked
Systems to Attack and Defense

KaTsuMi KOTAKE!®)

HirosHI Kome!:P)

Abstract: As the growth of the information society, the new type of cyber attacks (Advanced Persistent
Threat, APT) are increasing. To counter it, to gain an attacker’s perspective is effective. It is possible to
gain it in Attack and Defense (battle). However, previous methods of Attack and Defense is complexity and
costly. Therefore in the present study, we improve ”the network simulator called Tracing Attacks on Ad-
vanced Persistent Threat in Networked Systems” to support gaining an attacker’s perspective. We confirmed

that it is possible to carry out the Attack and Defense.
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