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Authentication Method.
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Abstract: Currently, many authentication methods for mobile terminals including PINs or passwords are widely used. However,
they are known for their vulnerability against shoulder surfing attacks. We have proposed a puzzle-like authentication method
which is resistant against human eye's shoulder surfing attacks. In this method, users can unlock their own devices by way like
playing a small puzzle game. In this method, however, it remains problems of its insufficient strength against the brute-force attack
and video recording attack. In this paper, we improve our puzzle-like authentication method so as to have sufficient strength against
the brute-force attack and video recording attack. We implement our improved method and discuss its effectiveness with some

experiments.
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Figure 1 Examples of authentication of conventional method.
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Figure 2 How to move pass an icon in the puzzle authentication

method.
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Figure 3 Partition of input sequence for authentication.
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Figure 4 Pass-location in the hybrid system.
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Figure 5 Setting screen of new authentication method.
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Figure 6 Process of new method.
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Table 1 Authentication success and authentication time.
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Figure 7 Result of questionnaire.
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