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A Study on the CAPTCHA Using Mouse tracking

Abstract: CAPTCHAs, which are reverse Turing tests, are used in many websites in order to guard them
from bots attacks. However, there are many methods for breaking CAPTCHAs. Relay attack is one of
such methods solving CAPTCHA using human solvers. We propose a CAPTCHA using mouse tracking
to resist relay attack. We used delay time that is caused by communications needed in relay attack. We
constructed an experimental enviroment that can simulate relay attack. A series of experiments was carried

out to evaluate the performance of the proposed method.
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Fig. 1 CAPTCHA used by Google.
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Fig. 4 example of the proposed method.
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Fig. 5 Sequence diagram of the relay attack.
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Fig. 7 Flowchart of the proposed method.
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Fig. 8 1 frame of the CAPTCHA.

I NEWELFTY 2 bOMBERERZ, 1 7V —40T
CIZFEBIZERT B,

BEA Tz M BEA TV M. 2R 20px DN
Th 5,

BEXTII b PELFTV2 MI BEA TV
FERIUKRES, BTEE20px DMEET S, L,
BE#A 7Yz N BRLZBRPOETRRT DL, H
BUBTBEA 7Y =7 N E2REINTLESI DN S
Th 5,

ERRE: BEA 7Y 7 MR 20px OMIZHEL -
DT, RUAN—=YNVOREELBEHA T o b
DNERE & DFREEDS 20px AR TH o 72 & E DR DA
% TG IR & IS5

T4V ROYA X &I 175px. & 400px

X 8%, fE L7 CAPTCHA D 1 7L —L%EEH->

=HDTHDB, AX— MiiEld, CAPTCHA 2B 1

eEOBUA T POMBTH ., BIEMEIL K

ERSTV—LATORBMA TV bOMETH D, H

fix, HEWM-7=T7V—LETIIBIHA TV 27 P HBE

L8z RUZHDTHY, BEA TV 7 MIAKRT

REINTVWEABRAILEE 2T 5,

5. RREER

SEX, #2% CAPTCHA ®V L —7 X v 27 ~Djit
DGEE L 2% CAPTCHA 2 —H ) F 1 4l 2 17\,
CAPTCHA & UTOFERHMIZOWTHET 5,

51 YL—7%v oMEDMRIFER
5.1.1 ER®REHN

F2E L 72484 CAPTCHA I U CTEBIZY L—T X v
2 EFWV, VL =7 Ry 7 ~DfitME 5 2 5015 hHER
T3,

5.1.2 ERBRAE

FEERIZ, BRRZETEREOWRE S &I, EHT 7%
ATRRENT- CAPTCHA V) L —7 X v 7 TRI N
7= CAPTCHA 2120 5 [T ONTH S5\, BEjA
TV N ORI ORI T - 72,

© 2016 Information Processing Society of Japan

x1 EBRER
Table 1 experimental results.
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R 2RI & TR

Table 2 success rate and required time.

BRI | SEHRTERE (7))

I—H—1 3/3 11.3
I—H—2 3/3 12.0
a—%—3 3/3 14.8
a—H—4 3/3 13.3
a—#—5 3/3 11.7
a—H¥—6 3/3 13.4
a—¥—7 3/3 12.6
a—%—38 3/3 13.0
a—H¥—9 2/3 12.7
a—%—10 | 3/3 15.9

T 96.6% 13.0

LETERVWEEZILONS,

Lo U, UL =7 Xy 7 OBERHIZEFEREIKAF S
L7, SR Y RBEEZRRESFERTE S TR
WErd 2 BN H 5,

5.3 1—HE 543

I—HFEY T« 3l T, 32E CAPTCHA D IEERPHTE
R OMIE & BERE I T2 7 v — MEE 2TV, BE
CAPTCHA OFEMHME2HER T2 2HNE TS, 22—
YU F ¢ i, FIRAY LA 10 42 581247 -
Tzo BEERE X, SRR INIRE CAPTCHA OB E A 7
VI MEIZRTAI=VADREYGIT D L DITENT S
Z e EIR U, HEREOBMEIX, VL —T7 Xy ZiifiE
DM EBRTOERT 27 & A THE S N7 B/ Nl R R A
41 TH o770, WERRD 4 L ETh BT
ETVBEARUEINE T 5, SHBREICIIHE21T-o7
#%. $2% CAPTCHA % 3[BT 2fNTH 5V, HEED
B & fREI DD o T BRI 2 R U 7z, £z, HERE
W21~ MOFHMECT v r—E&ELTE 5572, TV
JF— b OEMEB 2 TITRT,

(1) R 720 (R ThNIX 5 5N

(2) HE7Z L& 720 (HETRWRS 5 5D

(3) CAPTCHA &, V3 2oz (N3 nwins 5
=9

(4) web ¥ —E R LTV (N2 7R s 5 50

(5) FEBED web ¥ —EADEGHE T CAPTCHA %2 f#< Z
EDERI NS L 1T, XFS CAPTCHA L ##E
CAPTCHA OWTND2EIZ LN TELLEALYS
5 & B,

I—H =% DRE CAPTCHA DR & I ik
fMEFeDMERER 2T, TV — MERIZODWTERIIC
AT, BI—F—DFIIEEEIL, 96.6% TH D, FHFTE
Rk, 13.08TH 5, — &ML CFSE CAPTCHA ©
YRR 10 REETH 5720, #EE CAPTCHA I
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Table 3 a questionnaire result.

W6 @ (5)
a—-¥—1 5 5 5 4 | $2%E CAPTCHA
a—H—-2 5 5 5 5 | #£% CAPTCHA
I—H%—3 5 5 5 5 | #£% CAPTCHA
a—H¥—4 4 4 5 4 | ##% CAPTCHA
a—¥—5 5 5 4 4 | % CAPTCHA
a2—H%—6 4 4 4 3 | #8% CAPTCHA
I—Y—7 3 4 4 4 | 2% CAPTCHA
I—H%—38 5 5 5 5 | #£% CAPTCHA
a—#%—9 5 5 5 5 | ##% CAPTCHA
a—-¥—-10| 5 5 5 5 | ##% CAPTCHA
RS2 4.6 | 4.7 | 4.7 | 44

X7 5# CAPTCHA & [AfEE O TR 5 CAPTCHA
ThdeEZOLNS, 7. TV — MER»S. &K
PIZ 1 55, 2 MOFEHNZ U7ZBIE R WzH, #BEHAIZ
RERAHEZEUZEBRE IRV EEZOND, B
(6) Tld, T XTOHEREH T4 CAPTCHA & b ik
% CAPTCHA 2B IRUL T\, IN6DIZ N5, 1BE
CAPTCHA ZFEHMTH L L \VWZ 5,

6. FELHESEDRE

AKFETIE, V=T R 7 %2fF-o-RIZELU S, @
FEodfkic X2 BERMIZERHL, VL —7 X v 220
M%7~ 72 CAPTCHA 2% U7=, 72, #EHAD
CAPTCHA 2% L., VL —7 X v 7 2HET 3 ERE
BERBELT, V=T Xy 7 ADMEDOMIEEREZ T -
T2 EBROMER, REAFRNDPERBRETCOYL—T Xy >
WX UCifE 2RO I ERMRETHD I 2R L7z, F
oo =YY T 1 FAEEITV. 185 CAPTCHA OEH
M2 MR L 72,

Lild, SEMRT LN TERD -T2, HE) 70
T LT & BBEADMEIZ DO WTHREFER 21T\, RES
ROHEI 710 7T AADTHEIZ D WTH EfEMEGT LT
X720,

SE X
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