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Consideration of DDoS attack mitigation technique using a network

control by OpenFlow and the eliminate false positive server
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Abstract: Typical mitigation for DDoS attack discarded legitimate user packets of at the same time as the
attack packets so that the false positive problem of identifying the attacker despite the legitimate user cannot
be eliminated. In this paper, we propose the system distributing accesses with OpenFlow to two types of
server, a main server with allows only legitimate accesses and a sub server with allows certain attacks. The
First threshold is set to eliminate any attacks, the second threshold is set to allow certain attacks. Packet
determined to a attack in the second threshold is discarded. Our approach is to allow certain attacks in
the second threshold despite of accesses discarded by the first threshold. This approach seems to result the
number of false-positive cases decreases, and the legitimate users can succeed to use services.
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Fig. 1 DDoS attack.

3. OpenFlow

BETFWIZE B OARIE R ¥ A T L TH\W % OpenFlow|[1] 12D
WTEi 9 5. OpenFlow l& SDN(Software Defined Net-
working) EIFIENEY 7 MY T IZ&>TAY NI =2 %
HEd 2 B0 D>THS. VI MV T TAA YT %
WIS % 728, FMRTHHE D &\ W HHBERE % i 2 72 % v

NT =2 REETEI N TES. OpenFlow 12k > TR
A v FTEITTEHUHOHIZEK1ITRT.
Fx 1 HlEOH
Table 1 An example of control.
N N DR JLIR F5
5E5% TCP A— bk = 80 PELR— N 1 2 SRk
PEILIP 7 R LA = 192.168.1.10 AU -2 %

T, TV NOEETHEIYF U=V ALY
125V ALY 4 EFTOEREMANDEZENTES, K212
OpenFlow versionl.0 TS Z & DT X A 1HM%E R .

x2 YVFUIN—ILTHEATE BHER
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Fig. 3 A proposal for the attacker blocking system using the

OpenFlow and its evaluation.
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Fig. 4 DDoS Attack Evading System by DNS.
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Fig. 5 Proposed method.
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Fig. 6 Experiment environment.
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