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Abstract: Tor (The Onion Router) is one of the most widely used anonymous communication systems that realize anonymous
web surfing without revealing the user's identity. However, it is known that an onion router that directly communicates with a
user can infer which website a user accessed by leveraging site-specific traffic features, e.g., volume and time, and this attack is
called fingerprinting attack. In this paper, we propose a countermeasure against the fingerprinting attack by obfuscating
site-specific traffic features. The idea is to separately download image-based contents in random balance through two distinct Tor
connection which are established using virtual machine. We show the effectiveness of our scheme with experiments.
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2. The Onion Router(Tor)
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6.5 EEBRREER

K 3K AT, ENENEEENE & R E AT D
BBV T 6.3 THEE L7z casel, case2 EILZN ORI
BT 2@BFEE R LTS, 2K 8, ¥ 9iFEhEh
# 3 L& 40 case2 (BT HHESE REE A% (CDF)
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TRLEBOTHD. /2, M 8 LK 9T HOVWTITARESR
FERICIMZ, 34 DEFERLED TRL TS,

3.4 OEBRIZ & BB 39.65% 72 7=DITHKL, £ 3,
# 4 DPORBEEOTEHZEE LW TNOREICHBWT
LB REL TSR ENTE R ERNDMND

ZOHRTHET casel DIRPITIERT DL, EHHLOH
BIR Y 73 1 FEICB O THIBIEDR 1% &0 ) BRI
iz, Bz, FIRAENRT 78 A2 LTz Web 1 b+ & EE/E%
T Web A FEBRATHEHAL XD & LIEEA, 1%0OH=E
TEDWeb %A MZTZ7R®ALTE#BITES. ZDZ &
ZEE LT, REFEPZEE I L T IBERE 5
ZTWARNEWNZ S,

WIZ case2 DIRPUTIEE T DL, & 3 L& 4 OfERE
34 OEBREREZ T 5 Z & T, HEHHENETIT 1115 R
A Vb, FERESTENE T 19.55 R A v hikBIER
EMZDZERHKEEDND. 12K 8 1ICBW TRt
EThd 10%DEERD &, THREEEA~OMIERE
Web ¥ R 75 43%, THERBEA~DIHMEIMEVY) Web ¥
MBI ERETEAZBEASED Z LIk > TERTHA
L7z Web ¥ b D# 4 FIOFBIF A 10%LL T2z 5 2 &
BHKT-. L L, #BI=R 65% ~95%D#ipH %= R CTHh b L,
REFEZHA LR NGEDO ST PETENRWERIZR o
2N broT. ZOFRKEICHOWTIIMIATE TV,
WIT, K’ 9 IZB W CRHIIfEE CTh 5 10%DEE .5 &, T
KB A~DMHEM E ) Web YA b2S 49%, [HEHMEE~
DOMHEDE] Web ¥ b2 BI% L RETFEAEH SE5
Z LK o TEBRTHA L Web V1 kDK 5Bk RI]=R
Z 10%LL Tz 5 Z J:ﬂtt'&léf:. F7o, #EAFE 80%~
100% D BAE AT OMEM 1 I/ TnAHIENLETD
Web ¥ k ORIE % 75%%?&:#[125:&73??%7‘:&2}9
"5,

D OEBREE R S ERIE Y 531 51k % SR A E A A
TEPEICT 2 2 & TRICHEBRBEA~ DMt 2 K E S 5
ZLEIMTED EboTE.

7. BHYIC

KL T, BAMIEL AT L Tor 1oxt L CEL M Z K
TEEBEHHBIZOWVWTEDOEE Y, Tk LT
BEORBEE AW R TFEERE L. Z00ICET,
FRBHEE A Tor |2 k®&f®%&&®#¥%%ﬁ9_ Iz
KV RRGEEIT 72, ZFOFER, Tor iI2xt LTHo7e B &
Y, RNV ETHL A2 L. 72, BEOXK
FETITRARRIBRIIT R > TORWI E s, BETR
HEFH LI FEORMEE REE L 2D, BEFORBESRZ R
WT DL ORFERBERLE. BRLEFEL, 2 Ao
BERAEL, —HORKTHIML 77 A VEHEEarT
YUERAL, b —HORKE TR OEBa TV R
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BE+T5FETCHDL. 2k, 27947 MITOE
NIRRT, BANEGITD. £ LTI ORETIE
DRRCHEE T3 LT EDORERR)TH 2 NERRIZ Tor X v
=2 AT L L THMAETo. TOR, 2K
DOFRBNEER LMD T ENTE T2, F 2512 80%
LD Web Y1 F&E 01252 &N TE, EBRTHE

L7255 D Web ¥~ OREAIFRAZ 0%I2¢ 5 Z LN TE .

ARBEFIEO BT TR EmMEH Y ) O Web 1 |k
EWOTZLETHY, LOERBRER»SEOH M E ER
TEFLVRD. ABEBIa VT Y OBE ERICREEIE
DT HFEERELLED, HBHEICL > UIBRIERE 5
BEEDZENTERWVIZER F ORISR D A
RN D, EZTHHROBEL LT, a7 Yoo
R FYECEHAAT 21T H 2 & TS TR EIED 50
LFEEEZ, Wit 5.
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