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An examination on countermeasure against fingerprinting attack in an
anonymous communication system.
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Abstract: Tor(The Onion Routing) is the most famous anonymity system and provides a secure commu-
nication by using a multi-stage proxy. However, it cannot completely hide the size of the contents and the
timing of transmission of packets. Fingerprinting attack uses these features to infer the website being ac-
cessed by the specific client, and it has become a serious threat against Tor. In this article, we propose a
new countermeasure toward the fingerprinting attacks and examine the feasibility and effectiveness of the

proposed method.
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2. The Onion router(Tor)
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Fig. 1 Overview of communication in Tor.
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Fig. 2 Specific examples of the fingerprint information.
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Fig. 3 Schematic diagram of the fingerprint information col-
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lection phase.
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Fig. 4 Schematic view of the identification phase.
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Fig. 5 Web site identification rate.
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Fig. 6 Web site number of each identification rate.
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Fig. 7 Schematic view of Camouflage technique.
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Fig. 8 Schematic diagram illustrating a probability of being

selected for each size of Camouflage techniques.
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MEUHRTERININS Z 22L& > T, Camouflage F&
X DR RN 2 K- 5 HOTE L FEEFEAZ. K
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Fig. 9 Schematic diagram illustrating a probability of being

selected each time the size of the proposed method.
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YA XHE7 - AOEHE %X 10 (IR ULATTHAT
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YA MREIZENIOTES LIRS, FHIN/ URL
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Fig. 10 Schematic view of the size examination phase.
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Fig. 11 Schematic view of the additional site selection phase.

6. REFEOHEMM

ARETIE, bETREULAFIEOARMEZERIT X D FE
ftig"%. F£7z, Camouflage Fikd EEZ T VWIREFILE
GG 5.

6.1 BE

AEBROHKIL, 3FETRUZERKEOE BRI LT
RETFEVLEOREEN THE0E2FAMTEILTH 5.
ARFEBRTIE = DORMAEREL TWS.

MEE$ 24K

Casel WEH IR/ WEHI N T WA Tor Z2HHL T
R, 2—VIEREIEH I Nz Tor Z2FHLTW
556
ZDGE, WEREIIHNY A bOERIEREINEL T
FEITLHIENTESLD, @#BE 7 = — X TIXENY A
DRI HREZINET B2 BTSN,

Case2 WEHIINEIEH SN/ Tor ZHEHLTEHL,
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I—HIIHENPFEA I N Tor ZHEHL TWBGE

Z DG, WEEHIIFE T o — AR VEN T = — Xz
BWT, HWY A MAROFERIERZINET 5 Z & 23
TER.

AREBRTIE, MR L UTeEE=R, HNY 1 ho
o — NIFE, 2fofEEeE (B heind 1 ),
BINBEEZ2HVWA. 22T, BIBEEE IZREFES
7z1& Camouflage FiE % @A L 7256 DEIMY 1 h D
ORBEREZRLTWS. £/, o— KW, 2&0RE
BRIZBVWTITNHRZEA LA WERIZOWTHFHET 5.

6.2 ZRERIRIE

BT 3 EE AR TH S, =FL, KEEFETIR
PAZXDOREVY A MEIFRE LAV, ERTHOL
% Web ¥ Mi& 2700KB KD 1 ~ 100 1 &5 5.
E7z, GHIITDOFERTT 72 AT 5 Web ¥ 1 b
DOYAN (HBY L MY AR) EURLYAMERALUED
ZiHTS. URLYAMITOMELTHL.

6.3 =ERAE
ERAEIZSELEKRTH B.

6.4 EERER

Casel, Case2 (BT DMAMEEZE 2I1TRT. £/, R
3 IXREFIEF 721k Camouflage FiEZMEM L 7254, &
KRB LR WEEOREFR, BILEER, v— FREH
ERLTWVWS. K12, K131, ThZTn&RWCET 5
AR DY A MILERLTWS.

*& 2 Casel, Case2 2B 2%
Table 2 identification rate in Casel,Case2.

‘ BV ‘ Camouflage FiE | #REFE
Casel 7.95% 5.05%
Case2 8.15% 4.40%

F 3 BXNKOMHIZH T MG R, BIEER, v— FRHH
Table 3 The total amount of communication and additional

traffic and the load time in the application of each

measure.
] wafER | e B — RE
X7 L 911KB 17.04 &
Camouflage Fi% | 1752KB 928KB 17.41 ¥
REFEFE 2029KB 1406KB 17.30 ¥
6
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Fig. 12 The number of sites for each specific rate of Casel.
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Fig. 13 The number of sites for each specific rate of Case2.
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K2 XD MEAMHT Z2ETHHREZEAL TORWVES
DGR (3.4.3 i) L HATHIEEZ KRN TETE DI
WIHEDIERHRII L TWB S X 5. £/, Camouflage
FEE D BREFEDOADPBRIIT B VTRV % %
RUTEY, BEFEOAVENTHEZ V00 5.
12, M 13 2 R CHLREFIEOAPRKNHBINEEEL, A
P 0% THD Web ¥4 bOBHBEZNZ Lns, REF
HEOH P RTEIZN T 2HEE LTHEREDTHD L
A5, UL, R3IZRTH»PS LD ITHRBEEFEE L EMN
BEEZIZBVWTREFED APV A XADKEL, Tor 2 v
M7 —ZIZBEABAMPRENI LGNS, REREE
B WTREFETIIREZEHL 2WEEON 2.2 £,
Camouflage FHEIZH LTI 1.9 5 R DOBEHIZ & 2
BEEOMINISHOMETH S, 0— NEFIZBWTIE
ENDHXFEBR B2 - ) T 1 DE I
iCHENTES., L, 2TOI—V1REFIELEH
U72354, Tor 2w b7 =212 201, AFEBRLD
HEREL LD — FREIFI SITREL RsE¢EZ LN
5. 5%, BEFEOMEMIC L 2BEEOEIMOUEE?,
ABEFIETIIHRAL U1 ZOKRERY A PE SR
EUREFEOUREEZEZTVWEV. £/, REFE
DHAZ LB Tor 2y T — I 2RDAMEFET 5720
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12, Tor DY Iab—RE2FALEZERBITVEZ V.
7. X&OH

AL TIE, ELEEY AT LD Tor I U TELMZ
BT EELHEBHEBIZOWTEOEBEHD, BFEDORSE
Fi1LTdh % Camouflage FIEOME L2 WET 2 FiEDR
EhiTolz. REETFIER, WEZ2EHLBRWEE &R
TR % 36.4 R > b FIF, Camouflage Fik& It
RT31RAVIFIFBZeNTEz /2, HWY 1 b
O — NI REAR E SIEEED S RWKERE 572
72, AERFHRIFI-VLEI T 2EFEER I %<
Camouflage FIEL D HIFHBERN KL LTHMTH S Z
EWRN ot SHROBEL UT, AEEFEE2HEHLR
LAECRET 2BMOEFEEMZ D ZenFEToNns. K
REEALRWESS L O REFERIK 2.2 fHEINLTWS
72&®, Tor 2 v b7 =7 NOEMOBEMBEEI NS, B
IOEEEIME B ke LT, BHED Web 41 M7 2
Y AT EOTIEERL, HAY A MO+ 2 U THEHE,
YR Y A XOEMY A MIEZBZ e EZIONS. Z
DG, #EYRY A X 2HET HHENDH DD, MELEW
S UM R B Ric b B2 6N 5.
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