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Implementation and Evaluation of OpenFlow Controller for Host

Independent Attack Detection System

RYOSUKE Mivazaki®2 JunNpeEl KawaMoTOM2  SHINICHI MATSUMOTO?!2

Abstract: In this paper, we introduce a method of monitoring networks and detecting attacks for each host
using Software-Defined Network (SDN), which is a network virtualization concept. In our method, each
switch sends and receives agents to detect attacks by controlling agents based on hosts communication. SDN
monitors each host communications and controls each agent at the same time. SDN’s analysis of every con-
nection makes attacks detection independent of host resources or environments, where SDN omits software
introduction for network analysis and attacks detection procedure. Therefore, our method is a versatile
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system, which is independent of resources or environment.
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