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A Semi-Supervised Data Screening Method for Network Traffic Data
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Abstract: To construct efficient countermeasures against critical incidents in Internet, many effective sys-
tems for early detection of the tends of such incidents are being investigated in many projects. One of the
nasty problems in such systems is the existence of illegal but simple packets caused by well-known malwares,
because those packets make anomaly detection harder. To remove such accesses by ordinary malware from
the results of network monitoring, we propose an automatic data screening method by using the graph-
based semi-supervised learning method (Blum and Chawla, 2001). Besides, we show its effectiveness by
experimental results on the darknet traffic data.
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5.
(A)FERDOATNVIEMr € LIZWLT, Al
(v_,z) & (z,v_) ZAEKL, ZTOE ZMERKL
5.
(e) H—F Nz DOTHAMIZIE, ArLA TN,
BridzElRL, ZOHEAZEBERIZERTS.
(3) LELCTHRLZZEAN S AT 712/ LT, &Rk
BNAY NTNVTYXLZ#HL, vy o v_ IZED
BRI E NIy b EEET 5.
(4) RKbonlB/NAy b2HEHATHIILIZE>TV %
RD 3 DDEEIZHENT B

o Vi : vy SEEFRERV OHMES,
o V_:u_ ~NEEFREL V OIHNESR,
o Vo:vy ModH v ~NDOEFELRELR V OIEMAES.
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U, TLOVIKEARX VREROY R— N2 T & BRI
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MirEhiz7y—2&2H07z. JiINoDA 7> Bk
HFEE NMF =YV LR,

AKWX T, BA6NEIRVELTF—X L NMF =
VIVIZEBIRVAED T-RIZH LT, TITY XA
MSSL Z2#HA LT, HZIZEIRVEHEINZT—X%
HIRT 2L WS RIETAI ) —= v TR {To72. ROE
T, TOEBEEzHET 5.

41 2011E7HODONICT Y —o xRy h5T—%
MSATBOEN - (EHEEHF 7 (NICT) T, 1 v & —
2V IMNNTI T4 v I T—ROEHUBD /DX -2 2y b
EREL, BEHLTWS., REBRORYIDOT — &I, NICT
DRX—=7 2y FT11ETHIZBHSINAEZ NS 71y
F—RTH5., FIEL LT, YOI 7 HEIZHHE
Bf&7 RST 7 7 7 & D87y MRS TWS. LA
BeTid, 24 RFE DT — X % 30 4, Gt 48 DK I 43
T -7z, ZOHRENCES i &H (i =1,2,...,48)
DI 2 55 ¢ B 2R, NICT D& —27 % v T3,
30 RENCER Ny N DEAITZED D B.
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NICT =2 %y bF—2D 7 A 11 HE 13 B
(29,277 %7y M) DS B, NMF TV YUl k- THEH
CHEINZT—& (12,252 X7y M) 2EflE Uiz, 7
H 11 HiZ <)L =7 Morto @ 3389 R — s ANDKEN K
W I NZHATH 5. £7z, FERHEICERR & HE
IhhozT—REEHlE UTHWS. 72720, HER
MOBSEPSZTNFNDOT =R 27V XLy T VT %
UTHWZ., EFNZ 131 %7y b, ABlX 137 %7y T
HB. TRUEL T — 2 IEFHOHE 14 FRFH» 55 48
FRFERETD 6,314 N7y M EAWZ, ERIZHWZIE
#l, &fl, 7NVIEL T —XOFFMEIRED LBV TH 5.

A= b EZSEDNT v M

BTN 2%k | 3% | 3380 &
it 5 ~)L 44k 6314 1032 | 2002 11
EH 130 37 62
£l 137 0 3

ZOFEBDOHEMIZ, Morto 12 &% 3380 K— b ADIE

EHALPTLTHILHHETH D, 3389 K— bAdy
T M EAIBRT S Z <, BRRID 22,23 FHFHR— MADK
BIZEBZRTY MEREIRTAEZEEZHKBELTWS. 20D
L&, NMF T2 Y V322,23 BFR— FNADKEE KA,
EaEAEHLTWE.
SE@IEEE 1. K— MF S 22,23,3380 FHR— b ~DKES
Ty NOERGEREREEOREL TS, A ) —=v T Oxt
REWBBT—RADAZ ) ==V THIDT— X% N, A
TNV ==V T DORREBRDBT—RADAT ) ==V THD
TR EnLTDHL, T—R ADEFRE n/N LED
5. WBLIBEHBINTVENT Y FOBRERIIDLNIES
NV, TS0y ME, #HiLWKEEBRET 5B
MBETR WD TH S, £, KR IZERR N & HWT
INFZRT Y POBRERIFBEVVIEI N L V. ThIE, L
WIRB ORI BB T — & ZHIR T 2 ATREMEAME N Z &
EEKRTENSTHS.

ATV ==V T L BBEROEREREZR 2 ITRT.
FRIZHWZET — 2O, TOSBHULIIET NV E
DI ETF—RBEHRIETNEL, A7) —=272k3
BEREROT—XE2RIZELDB.

FEEBROFERDN S, 3380 BAR— b DEFERIE, o220
A= MDOEGFERIDELOTE. KoT, YHOHMWT
H % Morto IZ& 5 3380 IR— "ADOEAFER LT WE
BIZTEH2Z N TETWBR I bbb, —7, I
SROBELRIIE . ZHEITRVEDTFT—22 LTHYL
7= NMF =2 VYO FIziE, 22,23 FR— bSO R—
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FEBBOBEGERN, VA D T — RITKIF T BN
HBHZEERLTWVWS,
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