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Structuration of Web browsing history for forensics

SHiNicHI MATsumoTo2  JunpEl KawaMOTO2 KOUICHT SAKURAT!2

Abstract: With the spread of PCs and Internet, Digital Forensics is very important to investigate the crimes
using these. Especially, because of the spread of HTML5, WebStorage records the user’s action in Internet,
and there might be variable data for a crime prosecution, so Computer Forensics for WebStorage will be-
come more important. But this investigation takes time very much to decide a method, collect data, and
discover evidence. In this article, to realize shrtening of the time for investigation we propose the technique

of structuring target data in Webstorage.
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3. HyperText Markup Language
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Hardware

o 1- Desktop (PC- forensic workstation- 4GB RAM)
0 8 160GB SATA Hard Drives (one dedicated drive)
o 1- USB Flash Drive (8GB)

o 1- USB External Drive (1TB WD Passport)

o 1- SATA to USB Adapter

o 1- Tableau USB Write Blocker (IDE/SATA)

£ 2 fHLEN—FYxT

Software

o Microsoft Windows 7 Professional (64)

o Internet Explorer, Firefox, Safari, Chrome

o VMware- virtualization software

o DaemonF'S- file integrity monitoring program

o Disk Wipe- to replace all data on disk with zeros

o Nirsoft Internet Tools- history, cache, and cookie viewers
o PortableApps- portable application Launchpad

o Firefox Portable, Chrome Portable, Opera Portable
o FTK Imager- used to create forensic images

o FTK Imager Lite- portable version

o AccessData FTK version 3.2 (Licensed)- used to

analyze forensic images and organize information
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IE 8.0 | Chrome Firefox Safari Google Opera Mozilla
Inprivate 23.0.1271.954 17.0.1- 5.1.7- Chrome Portable FireFox
Browsing | Incognito Private Private Portable Portable
Browsing Brows-
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Browsing v v v v e v v
Indicators
Browsing v v v v v v v
History
Usernames/ | v v v
Email
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Images v v v v v v v
Videos v
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\AppData\Roaming\Mozilla
\Firefox\Profiles\
<profile folder>

Google 8 LA C:\Users\
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\AppData\Local\Google
\Chrome\ UserData\Default

[13] 11 AR C:\Users\

Opera <windowsUsername>
\AppData\Roaming\
Opera Software\Opera Stable

Safari 5 DAR% C:\Users\
<windowsUsername>
\AppData\Local\
Apple Computer\Safari
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