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An examination on countermeasure toward fingerprinting attack

Tor anonymity system

Abstract: Tor is the most famous anonymity system supporting the anonymous transport of TCP stream
over the Internet. Tor provides the foundation for applications to communicate over public network without
compromising their privacy. However, it cannot completely hide the size of the contents and the timing of
transmission of packets. Fingerprinting attack uses these features to infer the website being accessed by
the specific client, and it has become a serious threat against Tor. In this article, we propose a new coun-
termeasure toward the fingerprinting attacks and examine the feasibility and effectiveness of the proposed

on the

method.
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Fig. 1 Basic Components in Tor Network.
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Table 1 Fingerprinting information.
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F ¥ vk F v DN
% 2 PC OfLHk
Table 2 Spec of PC.
oS Windows 7 Professional
CPU Core2 Duo E8400 3.00GHz
Browser | Mozilla Firefox 25.0.1
Tor v0.2.3.25
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Table 3 Evaluation indicators.
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Fig. 2 Number of Web sites with specific rate.

2 &0 THag57 Web YA b1 23 19%, [HERSCEm M
UL W 74%, THRROCEMMED D) 23 1% % ST 5.

© 2012 Information Processing Society of Japan

80

70

60

50

40 4

30 =

Specific rate(r)(%)

20 =

10 |- —

0-30 31-60 61-90 91-
Number of Contents

3 Web ¥ 1 rDavFr YT ORER
Fig. 3 Specific rate by the number of contents.
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Fig. 4 Basic components of the proposed method.
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Fig. 5 The effect of the proposed method.
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Fig. 6 Implementation figure of the proposed method.
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Table 4 Specific rate of Web sites.
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Table 5 Tolerance for the fingerprint attack.
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Fig. 7 Number of Web sites with specific rate .
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Fig. 8 Specific rate by the number of contents.
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Fig. 9 Effect of vulnerable Web sites.
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