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An examination on the abusing user identification method of the Tor

anonymity system

Abstract: The Onion Routing (Tor) is the most famous anonymity system supporting the anonymous trans-
port of TCP stream over the Internet. Tor provides the foundation for applications to communicate over
public network without compromising their privacy. However, in some cases, it is used by abusing users, for
the antisocial purpose. This has prevented the increase of "good” user of the Tor system. In this article,
we propose a method for identification of the abusing user of the Tor anonymity system. In the proposed
method, Tor system cooperate with Web sites that simulate sites dealing with illegal information, and uses

the fingerprint information of the Web sites to identify the users accessing the sites.
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Table 3 Experiment environment
CPU Core2 Duo E8400 3.00GHz
OS Windows 8 Pro
Browser Mozilla FireFox 25.0.1

Tor DNN—Ya Y | v0.2.3.25
Perl D)X= a ¥ | ActivePerl 5.16.3

Apache v2.4.6

FERIZHWS Web ¥ M, Web ¥4 bDT7 7R
VEVIMITEIToTVS Alexa [8] D R SE R AT
VIZFES I TR Y A bR EDEEE T T 100 Y
A MERU7Z. £72, Apache ZF]HL 100 %1 bDH—
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55,

ARERTIIEERREELRE T, Web ¥ MNEER%
telLize&Exnth, T=S/N-M, t=s/M TK
TZENTES., ZZT, N, M, S, siEFhFnhT
IR AT D Web V1 M, T RABEY, 2RO
EIEMRE, Web 314 N Z e DEEEMBTH L. K
EERTIZ N =100, M =10 £ L 1000 ¥ — & TH
HETF—RAR=2A&MERT S, 7z, AICHAEDHE
BEHE 1000 T— X HET 5. Z O HE OREIE
WIZZFNE NS HEL U U RE R E T — &
R=AM5RDS. Z LT, WAET5 Web V1 b
AYMIZFIHEDT 72 A U7z Web 31 b &5 hf]
W35, g 1000 T — X2 TTITY, fRER
KO Web 31 NREEREZRD 5.

AEBRTIE, BEEALD-OFHED Web B MiZ
TR AT HBRIIEET 2 =Tk by TX—=T DA
95, BMERRIZOWTIE Tor 2R LT Web ¥
1 N EBET D, BERICFERDD Z LRRIKIZ
Lo THEBVPRRE I L 2FRULKMEZRET 5.
LEROHEH M S AREBRTIXBERRM 2 2 2RI EE
IZRET 5.

(2) REFHE

AEHTIHREFEOERAEIDWTHHAT S, %
BIFERE RN E S AT L L RETH B D, X7y
MY TFXYTBNT Ty IHRFAZD AHEIIC
Mz, Web site DAHIITHITS.

AEETIX, 520820 Web Y1 bR 95 91
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FOZNENIZ 10 [ET DT 72 A L7 1000 fEHD <
TYRNEYTFYT—REAVS. ZTLT, RBETFE
TRETDEELD Web U1 hDF ¥ TFrT—X»
SAHBRE r KD, rHY0.7 BAED Web ¥ b AY2Y43%
B D Web ¥4 225 0¥ld 5. HEBERBOE
HIZIZ R S3ED cor & Z Wz, 72, HBERE r
7 0.7 A ED Web ¥ 1 N BNEEFIEL 72854, EL
< Web ¥4 hEEETETWRWE TS, KFERD
K& Jiik Web ¥~ OFERUESHRZFHL ZFiE L H
BTH 5.

HBBLD Web I 1 MzBIBaY TV YiHDE
WEFRAIWCRT. £72, HaryFrYI14 XELT
300KB & L 7=.

£ 4 EBLH Web Y1 b DIEIT
Table 4 A delay of each web site decoy

BEH Web ¥+ | Ty Ts T

A (HyE) 30 | 408 | 50

B (M=) 207 | 30 | 40 B

C (yavv¥r) 108 | 208 | 308

D (2% HP) 30 | 408 | 50

E (=a—Xx) 207 | 30 | 40 B
5.4 ERRER

FK5IMREFIEL Web V1 b OFERUGHRZ FIH U 72 F%
DOERRERERLTWA. F7z, X7 D Proposal method
WREFEDOEB LD Web %1 N T2 D Web Y1 MeiE
EERLTWD. F7-, Exsisting method i& Web ¥
DR RE AL 72 FEOREREN 5 KB L D Web T 1 b
CRIUFEEHD Web 31 &2 ZENTh—DFTDERLAL
D Web ¥+ MrEREZKRLTWS., 7D ABCDE
ENThEE, MK, YavErys, ¥ HP, —a—
AYA D5 FENPSENL Web 31 N TH 5.

K5 Web ¥ hOERIEREZFALU TR RETIEDO2KR

ek
Table 5 The specific rate of two technique
Fik RARFER
Web # 1 b DfRUE#RZFALFE | 52%
TR 100%
6. ER

5 XD Web o1 b OfakiEHz FIH L 72 FHETIE 52%
DERFERERLUZ. —H, REFEFETIX 100% ©
EHRBERER L. ZOZeh s, BETFHRIIEEIZE
WEKRERE2 /RS, RFEOEHNTH 5 EHL—Y DR
TEWZANTHEZ Ehbhd.
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Fig. 7 The specific rate of two technique
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5. —F, M7 OREFETIE#ERY N, YavEry s
P MR ETEEIKRS TEW Web 41 MEERZRLT
W5, I, IRETFHETI, Web¥ 1 bparsFoviz
KESRWMETRE N T 74w 7128, THIZLD Web A
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