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Proposal of Output Control System
with Information Flow in Android

Abstract: With the spread of Android devices, applications that let privacy information in terminals leak
out are increasing. There is an access control system called “Permission” in AndroidOS as a countermeasure
against such malware. However, it is difficult to confirm if information will be sent out from terminals or not
from permissions. We propose a new control system monitoring privacy information using information flow
tracking. Furthermore, we indicate that new permissions controlling range of information can be created by

this control system.
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switch (x) {
case ‘a’ :

case ‘b’ : y=‘b’;
break;
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