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HTTP-based Botnet Detection Based on The Feature of C&C Session

1. Fi

7o BRASE D3k

FNOQ ES2Y, %ﬁth&CtvyazwﬁﬁL

DWHTTP &Ry R4

iy —t o8 BEg? #JF =2

BE: a  Ea— ¥ A NVALLD2—FOWEFENEALTEY, MEE2>TNS. ZOFTHLRY
Fxy b EMIEND, BERERIEIC L > THEEZIT O HEPELAMEL TV D, RIFFETIIR Y bx vy hOTE
FEM2 57012, T 74 v 7BHENCEY, C&C ¥y arOBRHEITOW. BEFENFZETIX IRC &
FIH LR Y bRy NOBRETFIETZS SAHDD, THITHSRTHTTP 28 LRy 3 v ot
FIEIZOWTOZEIID . 2T, AFETIZHTTP 2R LRy bRy MOESAEZEL. £,
BHOHITP Ty ar e C&C vy v aONEEITHI DI, YR— I Z—< U 2HN5

F—J—F:arvta—¥% - UL, BAKH - B, SkEEY

Using by Support Vector Machine

Abstract: Increasing of the user’s damage number by computer virus, it has been problem. Even inside of
it, it is more aggravaion the damage which is attacked by remote control, and the attacks is deliverd by the
botnet. In my research, in order to suppress the botnet activity, we want to detect the C&C session by traffic
observation. In the existing research, although there are many detection techniques focus on IRC-based bot-
net, there are little detection techniques focus on HTTP-based botnet compared with it. Therefore, we focus
on HTTP-based botnet, and in order to classify normal HTTP session and C&C session, we use Support
Vector Machine.
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