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An Examination of Icon-based User Authentication Method Using

Flick Input for Mobile Terminals
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Abstract: Some authentication methods that lock and unlock the screen are widely used in order to pre-
vent from information be stolen. However, there is no method suitable for mobile terminals that have both
shoulder-surfing resistant and high usability. ”Secret Tap” method uses icon and tap input and has high
shoulder-surfing resistant. However, in order to have sufficiently low probability for breaking the authenti-
cation by accident, it needs many times of tap input in an authentication. In this paper, we propose a new
authentication method called ”Secret Flick” method that extends the Secret Tap method with "flick” input.

The proposed method achieves high usability by less number of inputs.
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Fig. 1 Authentication screen of Secret Tap

4. REFE
4.1 BH#®

Secret Tap Fd, WHEHDOT A 22X v T THLE0)
fHEBECHEVW—F Y T s 20 L, X AmEEZ b
FFORBIEFREEH L TV D, I HIZ, BEAA EGRD/N
SWHE THEAETH 5. BEFFIEICIE & R
EREOBIELTRITH DD, BAA IR ERRE L, @0
2—H VYT ¢ &F LT b, £ 2T, Rif
LTI, Secret Tap HF& LI 1 BIOMBIRIZ LM XD
ReE< L, ANEEzE R T5LTa—H )Ty
O EEBRE LTEH LOBEF R AR T 5.

L2 L, Secret Tap 53T 3.3 i Cik 72 K 9 2 REE
NhH5DH. FIZT, KX TIE, HNkﬂbﬁr%Wzt
T, 2=V U T4 &0 ESEDZDIZ, Secret Tap Ji
RIZH v F XX VRO TV v 7 ANS1%F AN LT Secret
Flick FXAZRET 5.

4.2 EFREHASE

(1) i & BRI 3 2 itk
[ U A EFEREENE A AL O T b EBiEE M 2
DT IR WVBRE A RFOZ & FRREA SRR REH DX
BT AR EHHBR LAV 2 BEICTS.

(2) SREITCRI 53 D itk
—RIOERM I3 L ClittE 2 R0 2 & IR &



FHRAEZSHRRE
IPSJ SIG Technical Report

MBI ZWHE A R 5 LRI LART U 50
EMEDEZ CLE Y. 2D, RIFFFE NHEM
12720, BHEICERAEZAT O EiHE v v 7 fRERIZIB VLT
2—HFeVTF 4 2F L{ERha—FIZZ T b
WEEZ D, LL, BRICEEHIRICEY ZATL
FOREDV R EEBETHIEIINETHDL EE R
7otz d, —RIOGEEBEI L CEmMEE2FF>Z &%
HEEE L7,
(3) 1BSRIZFRFRIZ AN T D e
10 #2 D PINA KIS T AREZFFOZ L. 2
AR E R LTS ATM IZB W T 10 % PIN4
RIS TWD Z 2B LT-. 728, brute-force
BB 2ot U CIERERE ORI TEIEUCHIR 23 T 572 £ D
FREHT D Z & TRRNAEER T2 2 2 TIHEFFC
EE L.
(4) =—F V74

i & RE 2 FEORGEF R E LT, 2—VIZZIT AR
bNbda—FEU T 2RO &, BBEFEIIBY
T, 2—WFIZAERLL LRV EET D ANEEE
PIN4 HiD AN A TH 5 4 RIFRE L RETSH. 20D
AJIEE T+ eiBiERE 2 EB T 52 L+ HIZ L
L7-. it ENA VI RITERIEZ R FTITH> 2 &N
£<, BT FELY bR FTITA LN a—HeY
T4 B ET5EEZ, BIEEMEE R0 TITA S
TEEAEE L. BEFRIIT A EHOEMN,
Aw—=hT7HDRA0A LV TFDOREEDE v F /3%
IR T HIREICERREAITA A Z L # HIZE LT,

4.3 Secret Flick AR DR FIE
FHNCHBEIER L R D2EHOBERT A 2, 7 M,
AAEE, BT A a7 ) v 7 FaERELTE

<. Ztiﬁﬁ@mﬁﬁﬁ%I2 W2
IT, BETAarERE LYY FESTET R
=Y _@@Jbt$%%ﬂ£ﬁ¢$%k!¥& AFHFATIE, EfE
RIBIZBNW TR RINDITA IR E LY v 7 E 2T
7Uy7kﬁ%#é.:@@W%&ELtAﬁEﬁ@DL
, TRTCEMICAT CEGAICRENET 5. X2
TM&W T 5. V7k%%ﬂ_74:/_7Jyﬁ
ANTOFEFHZERE LTZETH. a, BT A =2
#%3%@_%5.v7bgm+1&®f%3%@#%&
BEEHEI D IZ 1 D5 L2 4 RIBDSIEMRRIRIC/2 5. IEfE
BRENDOT A 2 NTBWT, BT A I ICHEEL TN
HFaEo7 ) v ANETHIET1IROFRIAED S & 72

5. ZORFEHEREE A B0 KT

AN RSS2 Lk, 1 BEORFEDMIRIEEG
%5 S D e % Secret Tap 7D 1/4 775 1/20 £T
T2 ZENARETHD. I BHIC, 10 HEE PINAHLL B
WEICT A E, ANEEE TENS 4EETRFAZ L

© 2012 Information Processing Society of Japan

NARETH 5.
33%TENKFV—Fﬁ72’%LT’®ﬁfi A
711 BIOBIRIZBAEZ 2 SN DR E T 5729
ﬁﬁmﬁﬁT#é_&ﬂﬁﬁéhé.L#L,ﬁﬁu%m
SNBRVFRIEER TH D7V v 7 L) AN FIEEZHET
ZETCIOMEEERETHZ LN TE S,

B %%
[ 522
[ #33m
[ zazm

SIRE:H1

@ EB7A(aY

- Sy sD5E:

2 Secret Flick J7 2o §RFEH i O

Fig. 2 Schematic diagram of the authentication screen of Se-
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Fig. 3 Authentication screen of Secret Flick
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Fig. 4 Password icon setting screen of Secret Flick
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Table 1 Comparison of proposed methods and existing meth-

ods for the probability of success by accident

3 4 5
Secret Tap 1/64 1/256 1/1024
Secret Flick 1/8000 1/160000 | 1/320000
10 %% PIN 1/1000 1/10000 10-°

6 18] 718l n [f]
Secret Tap 1/4096 1/16384 4-n
Secret Flick | 1/16400000 | 1/128000000 207"
10 #%% PIN 10-¢ 10-7 10"
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Table 2 Measurment items and scores on the impression of
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Table 3 Results of the questionnaire using semantic differen-
tial method

Ao | fFoeTs [ BRAavds | (HERAME) [(EESREm) [N S
LRoTaE T & R Bom
Secret, Tap 11(08) | 42004) | 3.8(1.0) 45(0.7) 27(11) | 4.3(07) 9)
Rk Secret Flick | 4.309) | 3.709) | 33(1.1) 4.6(0.7) 47(05) | 42(08) 4)

SDIEIC L BT v r— MERER 3ITTT. RNOFEILA
DIEIIEMERAEZTHD. 77— MERTIE, Secret Tap
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T, MBRGEREOLRLE ] UAOEHANSIZELE DGR
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z5.
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