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An Examination of Attack against Packet Marking

and Its Countermeasure

Yosuikl KawaBaTa,! Masamr IKEDAT!
and NAONOBU OKAZAKI'!

In recent years, the denial of service (DoS) attack and distributed DoS
(DDoS) attack is a serious problem. Particularly, to identify the attacker for
DDosS attack is difficult. Extended Fragment Marking Scheme (EFMS) is one
of effective countermeasures against DDoS attack. However it is possible to
interfere in EFMS easily by writing an invalid value to the packet. In this pa-
per, firstly, we show two attacks of interference, and propose countermeasure
for each attack. We evaluate the proposed method by simulation.
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