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A Streaming Algorithm for Finding Frequent Sequences
and Its Application to Network Traffic Screening

Atsusar OkamoTo, ! HisasHr TSurRuTAf!
and TAKAYOSHI SHOUDAI'?

We propose a streaming algorithm for finding frequent sequences of length 2,
and show that the proposed algorithm provides an epsilon-deficient synopsis,
which is a criteria of frequency counts for items that have minimum support.
Moreover, to show an effectiveness of our algorithm, we report an experimental
result obtained by applying it to internet traffic data observed in darknet.
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Procedure COUNT-EVENT;
input: 00000000 SOO000O0O0O0OO0O e, 000000 4
begin
ifel0000 30000000 DOOOOO then
003000 fo0O0 1000
else
300 (e,lg-1)D0O0OOO DPOOOODO

end.

01 000 CounNT-EVENT

Procedure COUNT-SEQ:
input: 00000000 SOO0000000O0 e, 0000 (e,T,¢€),
000oo Db, 000gog g
begin
if (e,7,¢) 00000 30000000 DOOOOO then
003000 FOOD 1000
else
300 ((e,T,€e"),1,4-1) 00000 DOODOODO

end.

0 2 000: COUNT-SEQ

3.2 000000000D00D0000000000
oooooo 3

beurren: D0 000000000000000000000D0000000D0000 700
00 Q(r) = falsed 0000000 ¢ 0000 ¢(x)=-T-10000000
00000000 O0000D0000000D00000000000000D0000000
000000000 200000000 2000000000000000000000
000000000 300000000000000000000 POO0O0OO0OOO0
00 bewrren 000 0000000000000000000000000000000
(bewrrent +1) 00 00000000000000000 beyrren: 00000000000
000000000000000000
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Procedure CLEAR-EVENT:
input: 000000 ¢, 0000 Dy
begin
foral 00000 300 (e, f,0) e DOOODO do begin
if f<i—dthen (e, f,6) 00000 POOOOOD
end

end.

0 3 0OO0O0O: CLEAR-EVENT

Procedure CLEAR-SEQ:
input: 000000 4, 0000 D
begin
forall 0000 300 ((e,T,€'), F,A) € D do begin
if F<i—Athen ((e,7,¢), ,A)00000 PO0OOOOD
end

end.

04 0OO0O0: CLEAR-SEQ

0000000 OO00000O000000000000000 PO300000000

00000000000000000000000000000000000000 30

00000000000000000000000100000000000000000

000000000000 20000 #4(2)=-T-100000000 beyrrent —1 0000

00000D000000000000000000000000000 (e,T,¢)0000

00000000000

(1) 000000:0000000 (e,7,¢)0000 300000000000 P00
0000000000 FO 100000

(2) 00:0000000 (e,7,¢)0000 300000000 POODOODOODO
3000000 ((e,T,€),1,bewrrens) J0000 POOOODDO

0000000000

beurren: D00 0000000000000 00000000D00O0O0O0000000O

200000000000000

Algorithm FREQ2SEQ;
input: 00000000 S, 000T7T,e ;
output: 10000000000 OOO (2, 7)-000000000OOOOOOO;
begin
bOOOOOOO0O0Oooooooooooo;
DUOOO0O0ODODOOO; Q0+« 000000;N=|S/000;
for b=1 to % do begin
forall 0000 0000 (e,¢)(000000) do COUNT-EVENT(e, b, D);
CLEAR-EVENT(b, D);
foral 000 30000000 DPO0OO0OOOOOO €O
0000 (¢,¢)(000000) do begin
forall 0000 30000000 DO0OOOOOOOO edo begin
ife£c/ 000000000000000 then
Count-seQ((e, T, €e’), b, D);
ife=¢/'000000000000000 then
Count-seqQ((e, T, e), b, D);
Q)0 Qtr(e)) O true 000
end;
tr(e') =t
end;
tr 000 000; CLEAR-SEQ(b, D);
foral 000000 F>(y—eNDOODOOOOD 300 ((¢,T,e), F,A) do
if F>(y—¢)NthenOD00O (¢,7,¢)00000000 FOOO

end.

05 000000O0: FREQ2SEQ
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(e € B)N(d € F;) 0000000000000 OOOO (e,7T,¢) 0000000
00000000000 (e,7,¢) 00000000000 O0ODOOOOOOOOODOO
(e,T,e)ES; = (e€c B)N( € B)00000000D0DN00O0ONDOOD (e,T,¢) 0
000000000000000 (e,T,¢)€Si = (e€ Bi)N(e € ;) 000000
00000000000 (e,T,€e)€S; = (e€ E)N(e € B;)00000O0 O
00 8 beurren: 000 0000000000000 DOO0ODO (e,7,¢)0:000000
00000000000 0D0ODbDO0+«:00000D000 bewrrene DO0O0DDOOOODOOO
2(beurrent — 1)+ 100000000000 bewrren: 1000000000 O0OOOOOO
gbobobobooboobooboog
O0. bewrrent =i+a000a (¢e>0)0000000000O00DO0OOO

(1)

e =00000000 (e,T,€¢) 0 bewrrenr 000000000 2000000
0000000 e 020000000000 0000000000000
000000000 (,7T,¢) 0000000 300 20000000 3000
((e,T,€"),2,bewrrent —1) 00000000 F < beyrrent —ADDDO0ODO000
oooooooo
bewrrent =i+a—10000000 (e,T,€') O 2(beurrent —i) +1=2a—1000
00000000 i+e—10000000000000000000000000
ooooooo
bewrrent =i +a 0000000 (e,T,¢') O 2(beurrent —i) +1=2a+10000
0oooooon

e i0000D00000 bewrrens —1 0000000000000 (e,T,¢) O

2¢—-10000000000000
0000000 (e,T,€') 0 bewrren: —1 00 000000000000000
00000000000000000000000000 (e,T,¢)0 300
(e, T,€"),F,i) 0 F > beyrrent —1—i 0000000 beyrrens 100000
00002000000000000 2000000 e,¢ O bewrrent — 1 0
00000000000000000000000000000000000
bewrrent —100000000000000000000000000000
00000000000 (e,7,€) 0 bewrrent — 100000000 beurrent
0000000000000100000000000beurmen: 100000
00000 (¢,7T,¢)0 FOOOOO 10000000000000000
F <beyrrens —i0 0000000000
i000000000 bewrent —1 0000000000000 (e,T,¢') O
2¢—10000000000000

000 (e,T,€') 0 Obeyrrens —1 00000000000000000000
00 Obeurren: 0000000000 2a4+1-v0000000000000
000000 (e,7,€) 0 bewrrent —1 00000000 beypren: 00000
00000001 00000000000000 (e,7,€¢') O beyrrent D00
0000002 -+00000000000000000000000 e,¢
O bewrrens 000000000 2¢—v0000000000002a—0v<1
000000 e,e O beurren: J00000000000000000000
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2([eN/2] — i) +2 = 2[eN/2] —2i+200[eN/2] —1 < eN/20 00 2[eN/2] —2i+2 <
eN-2i+4000000000 (¢,7,¢)000000000000000000DO00
0000 i0000000000 eN-2i+40000000000000000

000 e<~y0002<+y000000002N<ANODO eN+1<yNOOODOO
00 —2i+300000eN-2i+4<yN-2i+3000000000yNOODOODO
000000 (,7T,¢)0 0000000000 4N —(2i—3)000000000000
000 (e,7T,¢) 0000000000000 000000000

0000000 ANOOOOOOOOOOO0O0D0O0 FO (y—eNOODODOOODOOO
00000000000000000(0020000)

00 3. 0000000 (w—eNOOUODODODOODDOODODDOODODO

O00.0000000 (y—eNOOODODODODOODDOOOODOODO 000000000
003000000000000000000000000000 F>(y—eNOOO
oo0oooOoooooOoo@o3o0oon) g

4. J00OO0O0OO00O0O00OO0

goooobooodooobooooooboooooboobooooooboooooooon
gooobooboooboooooobooooooboboooooobooocbOobOoboooooboo
ooooboobooodooooboobooooooooooobobOoOoOoOoooobOoOooOooooDon
dooooooobobooooooooboooooooobobooooooobooOooooboon
oooood

goboooooooobooo

goboooooonbo2o090 20 120 160 09000 190 5500000000000
goboobooooboooooboooobooOobOOoOooOoooOobOOobOoOoOobOoOonbOOonn
SU00 (0000000 N=401,295)0000000000000000O00UDO0ODOO

(© 2012 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

50000

45000

40000

35000

30000

25000

20000

15000 -

10000

5000

1 E g 4 s‘slr‘sls‘10I11I12I13‘14I15‘16‘17I15I19‘20I21‘22‘23
— 0HERE TV
—_— R L BA ) T T
------ BERFD IS ACLBRS) — 5 18 7o Fll(Tsuruta et al [4])

06 OD00OO0OO0OO0O0O0O0O0OOOOOOOOOOOOOOOO

go0oooooooOoooooOoOoboOoOo sO«000O00OoOooO0bOoOoOoOoooOg
00000000000 ¢4 =:0000000 S00000300000000 (2,7)-
00000000000000000000000000 (2,7)-000000 (2,7)-00
gooobobooooobooooboobobOobObO0o:-0o00d: vy=0.003, 000
e=0.0006 00000: T=10

000 MacOSX 10.6.8, 2.563GHz Core 2 Duo, Memory 4GB OOOOOOO0OODO
o000 (2,)-000000000000000000O00000D00O0O0O00DO0ODOO
00000 363,420 00000000000 (2,7)-000000000O0ODOO0ODOO
311.51(sec) 00000 4000000000000DOO0ODOOODOOOOOOOOOOO
goooooooooooboOoOoDbDOoOoOoOoOoOoooOoOoOoOoOoOoOoOoO0OO0O0O0OTsuruta
etal® 000000000000 O000O0O0OOOOOOOODOOOOOOOOO0OOO
gboooboooboobooobooboooboooboobooboobooobooboooboobo
OooOooouooooo (o e)o

5. DO0OoOooboaoo

oooooOo(@,-00o0o000o0U0o000Oo0DLUO0oULODOOLUDOOoUOODOO
(2,7)-00000000DOU00OLOLD0OOOOUODOUOUODLODODOODOOOUDUODO

00 (2,7)-00000000000000DO0U0OD0DO0OODO0OD0ODUOOD0ODOOOO
goboooooboooborooooooooboooobooooooboobooboooDbDOoDO
0000o00o00oo0o0oooo0ooooooo (,)-0000o0oopooooooon
gooooobooooboooood

Oo0ooo000 k00O0C0O0O0D (k,71)-000000000D0O0OO0OO0ODOOOO0
obooooobobooooboooooooboooooobooooobooOoo

d g

ooo0oooUooU0o0oo0oOoUoOUOoODLOO0oOOoULOUOOU0LO (oo)ooooo
oooooooo

o o 0O 0O

1) N.Alon, Y.Matias, and M.Szegedy. The space complexity of approximating the
frequency moments Proc. 28th ACM Symposium on Theory of Computing, pages
20-29, 1996.

2) R.M.Karp, C.H.Papadimitriou, and S.Shenker. Simple Algorithm for Finding
Frequent Elements in Streams and Bags. ACM Transactions on Database Systems
28(1), pp.51-55, 2003.

3) G.S.Manku and R.Motwani. Approximate Frequency Counts over Data Streams.
Proc. 28th International Conference on Very Large Data Bases (VLDB 2002), pages
346-357, 2002.

4) 00 00000000000 0000O0DO000000DO00-00000O0000OO0
opoO0o00o0O 5. 0000, 2007.

5) H.Tsuruta, T.Shoudai, and J.Takeuchi. Network Traffic Screening Using Frequent
Sequential Patterns. Lecture Notes in Electrical Engineering 110, Springer, pages
363-375, 2012.

(© 2012 Information Processing Society of Japan



