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Anomaly Detection by Hypothesis Testing
Focused on HTTP Request Interval Distribution

Kazuno Ocumizu,t Yosuiakt Hori'?
and KOUICHI SAKURAI?

The attacks to Web servers are becoming more diverse with popularization
of the Web applications. A detection method employing Hidden semi-Markov
Model is one of the anomaly based detection measure for illegal access. How-
ever, this method has one weakness that this method can not applied to dynam-
ically generated Web pages. In this work, we proposed anomaly based detection
method for abnormal access detection by comparison of the the HT'TP request
interval distribution. For the comparison, we used Kolmogorov-Smirnov test.
In this test, we can confirm the detection of anomaly behavior as we can observe
the difference of the distribution between normal data and anomaly data.
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Fig.1 An attack example of a botnet
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Fig.2 Assign a browsing model to Hidden semi Markov Model
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Table 1 Basic statistic of our lab‘s Web server log and simulated attack log
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Fig.8 The result of the KS test for each day in Nov, 2011
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AREIC /D LD T L ER LT,

5. #& E

KEFFRTIEY = T —N~DORIET 7 & AR EAT 5 7oDic, HTTP U 7 =& h%{EH
WESAR DRI L D BRERMERRE L. 777 L HARGHE, KHREZHAVWDLZ LT
=T —ROT VA0 T O R T ol VT 7R AT CIRADH TEEHRT S
FETH D0, BAEBKE RGBT AR LoT0 S, MW EIIZ W TR ER
TBHZ LT D. FARE R & AHURE & O 72T TR BRI AN B S5 72 i
WANCABE T & 5723, ol seE A & 22 H D2 O EERIICIZb G20, 2ok )
WZZENENDRAY v k- T AUy hBRBHINRTNLZMAGDLESLZ LT, OEO2OHMIC
E DNV ZAT 5 Z N TE 2. A, ZOWRORSED O BARMIZIZEL D 2 20

HEW DWW CHGET& =,
o R —VFOXEEIFICEIL TWAEREFMELIFET D.
o EFWMLFFOT — X LREENEE & TIIRENTENEEND O RFEHMDFRRIZRD.
COFERMNG, HTTP U 7 = 2 FOREMBRS AL BT 2 2 & TREM T 5035
WRAEITADZ LR L. ZUCRY U =T —R_"OT7 7 xa 73 RERmE(TH k
TIXHERZRERTHD Z EnbhoT.
A RIOEFRIZIB W THRERRR o TeF &, MO S DT E2AT 5 72D DFIEIZ DN
T, INLEAHBOFEE LTHET 5.
(1) WREOU =7V — 301 7 OUFHMEC L DFHTICE W TEEROD RN DIZD
WTDELEETD
(2) HTTP V27 =R NEAT—HFAa— REIZHT THORBITE4T 9
(3) MM 5MREb-oLm< L, EOREE THBELHDO L THLREIMEZ HILD D
AT S
(D) IZ2OWTHRV A TN ZET, SEOERTH NP0 oA LT D Z LI
ORNDHEZEZBLND. F12(2) R (3) VoA EOINT L IO FETT 7B An V%
T35 2 LT, BERICADNRERE RO D2 LIZoRBHOTII RN EEZILN
D.

BEE OARTZED ERIE, AAEINIRELS Bt mish e AEPTJE C (21500078) 12 &
LHBIDO S & TITbhiz.
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